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1 Base URL and X-CM-ID

Environment Base URL X-CM-ID
Sandbox https://dev.abdm.gov.in Sbx
Production https://apis.abdm.gov.in Abdm

2 Terminology Definition:
Bridge ID: Is client ID which provided by NHA to HIP (Its alphanumerical eg:

SBX_00XXXX)

Service ID: Is Facility ID which is generated from NHPR application (Its alphanumeric eg:

IN02100000XX)

3.Gateway

3.1 Overview

This is the key ABDM building block that manages ABHA addresses, maintains links to
health data for each ABHA address and manages consents provided by the user for
sharing of their health data. It also supports exchange of interoperable health data
between HIPs and HIUs. The HIE-CM enables exchange of personal health data with
consent as per the Health Data Management Policy issued by NHA.

3.2List of APIs
3.2.1 Auth token API

This APl will be invoked to generate auth token.

URL: /api/hiecm/gateway/v3/sessions

Request: POST

Header Parameters:

Property Name Example Value Required Description

REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for tracking the
7a57d5f669a8 endtoend request transaction

TIMESTAMP 2022-10-06T10:10:00.587Z Yes The actual time when the request

was initiated, ISO Date time format
represents the date and time




X-CM-ID Sbx Yes Suffix of the consent manager to

which the request was intended.

Body Parameters:

Property Name Example Value Required Description
clientld SBX_XXXXXX Yes Client id for authentication
clientSecret UXXXXXX XXX XXX Yes .

Client secret for
authentication
grantType client_credentials Yes Grant type for authentication

Request Body:

Request Body

|

"clientld": "SBX_XXXXX",
"clientSecret": "XXXX-XXX-XXXX-XXXX-XXXXXXX",
"grantType": "client_credentials"

—

Response:

Code : 202 Accepted




{
"accessToken":
"eyJhbGciOiJSUzI1NilsInR5cClgOiAiSIdUliwia2lkliA6ICIBbFIiINVADbThUbLTIFSI9JZk85ejA2ajlvQ3Y1MXBLS
0ZrbkdiX1RCdkswIn0.eyJleHAIOjE3MjMyMjU3MTEsImIhdClI6MTcyMzlyNDUxMSwianRpljoiMzE3MjVKN2Qt
NmMM1MiOOOWEOLTkOM2MtZmY2ZjhkNjNhYmRIliwiaXNzljoiaHROcHM6Ly9kZXYubmRobS5nb3YuaW4vYX
\V0aC9yZWFsbXMvY2VudHIhbC1yZWdpc3RyeSIsimF1ZCI6ImFjY291bnQiLClzdWIiOiJjN2NhMjk3YioyZTVh
LTRKN2UtOGY5YSOxYWU2NDAXYWQQY2YiLCJ0eXAiOiJCZWFyZXIiLCIhenAiOiJTQIhfMDAWMTM1liwic2Vzc
21vbl9zdGFOZSI61jhiYjQ4ZGMS5LTImMDUtNDAOOCO5MGUXLWR]YjgxNWRmMOGUS5MylsImFijcil61jEiLCIhbGx
vd2VkLW9yaWdpbnMiOlsiaHROcDovL2xvY2FsaG9zdDo5MDA3II0sInJIYWxtX2FjY2Vzcyl6eylyb2xlcyl6W
yJlaWRJbnRIZ3JhdGVkUHJvZ3JhbSIslkh)VV9QQVIFUilsimhmcilsimhpdSIsim9mZmxpbmVfYWNjZXNzli
wiaGVhbHRoSWQiLCIwaHIiLCJPSURDIliwiaGVhbHRoX2xvY2tlcilsimhpcClsimhwX21kl119LCJyZXNvdXJjZV
9hY2NIc3MiOnsiU0JYXzAwMDEzNSI6eylyb2xlcyl6eWyJ1bWFfcHIvdGVjdGlvbildfSwiYWNjb3VudCl6eyly
b2xlcyl6WyJtYW5hZ2UtYWNjb3VudClsim1hbmFnZS1hY2NvdWS50LWxpbmtzliwidmlldylwecm9maWxII119f
Swic2NveGUiOilveGVuaWQgZW lhaWwgcHIvZmlisZSIsimNsaWVudEhve3QiOilxMDAUNjUuMTYwLjIxNCI
sImNsaWVudElkljoiU0JYXzAwMDEzNSIsImVtYWIsX3ZlcmlmaWVkljpmYWxzZSwicHJIZmVycmVkX3VzZX)
uYW1lljoic2VydmljzS1hY2NvdW50LXNieF8wMDAxMzUiLCJjbGlIbnRBZGRYZXNzljoiMTAWL}Y 1LjE2MC4yMTQi
fQ.L56AYZYfzFrO_gNedAbSwWR9foE066122cMGEeOKsz2ZXslpTb9oLd9fmRiixIS7ToGoW2VzzXC14qrXnwZlgknBZchTRJrmyGk6iRJ
NQYR4k12hrn4tbdW- h5e9m4NWFAvPtGbBUyKA8gotrne9fn7TOMOC7N_J8TS3JLr2goth)Sgc9P3VDKmM8c6zpAObQPmwEpH
qJH6j2Q07nGsoaBygxovoleFn6G6zwla-_mKw_a86L_CYxr8Gxw5-
5PXkh2XwYp_xLIiJ3t7vLM97UFThwSn_TmRF6W1LH145m_6NxY4hQclHilelK30P4LvR1SLDWtAQZSCm4)pihdOuMw",
"expiresin": 1200, "refreshExpiresin": 1800,

"refreshToken":
"eyJhbGciOiJIUzI1NilsInR5cCIgOiAiSIdUliwia2lkliA6IClyMWUS5NzA40S00ZTcxLTQyNGEtOTAzYS1jOTAYMW
M1NmFINWYifQ.eylleHAIOJE3MjMyMjYzMTEsImIhdCI6MTcyMzlyNDUxMSwianRpljoiZGY50DdmYzQtYzdk
NiOOOGNMLTIIM2EtNZRMNWVKMTIjMmNmliwiaXNzljoiaHROcHM6Ly9kZXYubmRobS5nb3YuaW4vYXV0a
C9yZWFsbXMvY2VudHJhbC1lyZWdpc3RyeSIsImF1ZCl6Imh0dHBzOi8vZGV2Lm5kaG0uZ292LmluL2F1dGg
vemVhbG1zL2NIbnRyYWwtcmVnaXNOcnkiLCJzdWIiOiJjN2NhMjk3YiOyZTVhLTRKN2UtOGY5YSOXYWU2ND
AxYWQQY2YiLCJOeXAiOiJSZWZyZXNoliwiYXpwljoiU0JYXzAwMDEzNSIsInNIc3Npb25fc3RhdGUiOil4YmI0O
GRjOSOyZjA1LTQWNDgtOTBIMS1kY214MTVkZjhIOTMILCJzY29wZSI6lm9wZWS5pZCBIbWFpbCBwcm9maWwx
IIN0._cONTXMf2bObS1nySL-AjyM5PQxgCHIRM20066nrx1M",

"tokenType": "bearer"

}

3.2.2 OpenlD Configuration API
Openid-configuration API, defined within OpenID Connect which provides

configuration information about the Identity Provider (IDP).

URL: /api/hiecm/gateway/v3/.well-known/openid-configuration Request: GET Header
Parameters:

Property Name Example Value Required Description
REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for tracking the
7a57d5f669a8 endtoend request transaction
ITIMESTAMP 2022-10-06T10:10:00.587Z Yes The actual time when the request

was initiated, ISO Date time format
represents the date and time




X-CM-ID

Suffix of the consent manager to
which the request was intended.

Response:

Response

Code : 202 OK

—_

—

"jwks_uri": "https://dev.abdm.gov.in/api/hiecm/gateway/v3/certs"

3.2.3 Keycloak Certificate API

In response to open ID configuration API, Keycloak, the open-source identity provider,
provides an OAuth certificate that can be used with open source authentication
requests for certificates.

URL: /api/hiecm/gateway/v3/certs

Request: GET

Header Parameters:

Property Name Example Value Required Description
REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for tracking the
7a57d5f669a8 endtoend request transaction

TIMESTAMP 2022-10-06T710:10:00.5872 Yes The actual time when the request
was initiated, ISO Date time format
represents the date and time

X-CM-ID sbx Yes Suffix of the consent manager to
which the request was intended.

Response:




"keys": [

uen: "AQAB",

"kid": "AIRb5WCm8Tm9EJ_If09z06j90Cv51pKKFknGb_TBvKO",

"kty”: "RSA”,

"n": "mgmW7WS5ZGF_G5cJevwYi8HiPcl-69S_psnZxadv3bkwAkyOoOd8-6ketrOl-
ZA2PbRbGnxFfZHil94rdFXJ4Q9ampscsz9NocTIPMPmMWYydJ8A50pZaYWyikYDSJiDItq7i3WspPKSOuQHrC

5h9dMcCVveX50eg0t068279gwDlpcxigDbFaphsgDvx-
5XkfwiqvOBaybK6_BCBPuTqWMUEUUKILYXu2X7ESHdVNFMFAjxCcCXUtP7LFdvT3nnFekRmG82QbSQSVe

4N5tPH8q0MCXSWWn2c15bDnzOF-dvfRCVPRabCzwOM-utHRIdiTrWtg6KoiSbuxgwM1rbkOp8Q",

"use": "sig",

"x5c": [

"MIICrzCCAZcCBgFy/3WZBjANBgkahkiGOWOBAQsFADAbMRkwFwYDVQQDDBBjZWS50cmFsLXJIZ21zdHI5
MBAXDTIwMDYyOTASNDEzNIoXDTMwMDYyOTASNDMxNIowGzEZMBcGA1UEAwwQY2VudHJhbC1lyZWdpc
3RyeTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAJoJIuluWRhfxuXCXr8GIvB4j3CPuqgkveb
J2cWulL925MAJMjgDnfPupHraziPmQN;j20Wxp8RX2R4iPeK3RVyeEPWpgbHLM/TaHEyDzD5IsnSFAOdKWW
mFsopGAOiYg5baudt1rKTykjrkB6wuYfXTHAIb3l+aHoNLTuvGe/YMAS5aXMYqg2xWqYbKg78fuV5HSIqrzg
WsmyuvwQgT7k6ljFBLIJJS2F7tl+xEh3VTRTBQISQNAI1LT+yxXb0955xXpEZhvNKkGOKEIXuDebTx/KtDAsUIIp9




nNeWw58zhfnb30QITOWmMws8NDPrrROfXYk61rauiqluW7sYMDNa25NKfECAWEAATANBgkahkiGOwWOBAQs
FAAOCAQEACKC3TijrXIgidvn+11uL 1nfdK6vOIL5UZ6yCjSOq7zYW6Ehb3Qe8j7NrPbIRIC+pbIERYNbB+t9hsas
lg1L71kjCNIUuxf)prsJ9LIKIM5g7dYEABXPCI7C6AVIarj72vIWXQuwjnQMO2/CM9/Jp5Hnv2Qwjn7NME20W

MOiblc/TD+DEZK5L5mIWMyuBSQo20/AcOMfG4MoE5GmM/Ca0l47rSrf+lq83e5+dyKh7ulVAa+5WKS8Im
5NEs6BLSGy02KIaVOMW9yCkoRLLbipjH8+rJwkUU6iu7QVjz0peGZzYIdya5n35gMWH7Bu4HgFneKNRww D6w8rGNC+uWtgWejDZ3yQ=="'

"x5t": "EaMhYGUIvMkp8tvSM3QoagaF8xM",

"x5t2": "vGer6Pt8AhZn8RIbHhAFksOCcGf3ulUWU7Qg-Doy7ro",

"alg": "RS256"

llell: "AQAB”,

"kid": "oc-1601yJ7wIKYEeyeUafsz3Aecq7YnClgbzblfk/k8",

"kty": "RSA",

n

"iDOehgMzurNQTOWJCTWN6a34639ulKOLO1LnXZes_kTakWh6iRxmkEXLLCD7MJjz9aijTHWIUKAtOCSbFO pwbqSfF6dMBS2c8cvOAU3pES
BuUriwr9BUYSUW8SM68QH_HCaz2mmN_Z8ynTQ4kWw_Idj-
enVpkHYtq00DriG98I6RXF1A09Kd16ctoNbthuQYHORSRIXntOQtm4GSAY7abPCNa64mir0auldU72DJHXwDo6g50Gz6EMmMB86ZAV_pvh_5)
IMxvOyMMKFZjkFGAOQKYMKMTC5ruLaE7cec-njA7d)QnQ",

"use": "sig",

"x5c¢": [

"MIICrzCCAZcCBgGHxvQVmMDANBgkghkiGO9wOBAQsFADAbMRkwFwYDVQQDDBBjZW50cmFsLXJIZ21zdH)J
5MB4XDTIzMDQyODA4MTk1N10XDTMzMDQyODA4MjEzN1owGzEZMBcGALUEAWwWQY2VudHIJhbC1lyZWdpc
3RyeTCCASIwDQYIKoZIhveNAQEBBQADggEPADCCAQOCEgEBAIWzNoYDM7qzUE9FiQkljemt+Ot/biCjiztS
512XrP5E2pFoeokcZpBMSywg+zCY8/Woo0x8CLigLTgkmxTqcGoknxenTAUtNPHLIAFNGRPIEjKRiSg2fXYg
PgblK4sK/QVGEIFvPkjOVEB/xwms9ppjf2fMp000JFsPyHY/nplaZzB2LatNA64hvflekVxdQKPSndenLaDW7Y
bkGBIEUKSF57dELZuBkgGO2mzwjWuulog9PmrpXVPu9gyR18A6000Ths+hDJvOmMQFfeb4f+WMxaX5FA
PEytixVQJgt1KfiDMb9MjDChWY5BRgNECmMDIDEwua7i2hO3HNnPp4wO3SUJOCAWEAATANBgkghkiGO9wOB
AQsFAAOCAQEABYACXOSr+WgOxKVmygID9W|jB4rDuAVDyU3GmjBvckdWhYJuBX8Vs04hNVNgf904gqy
+D5wZIQUI9855tK3PdogFGN2jVw2k09G3hG4/7uwYKqciKApT/pSPMeHRItHGp/Mwr6e5poVwgQyrn+Be
H373U1Q6eB1QUYNEIP+16y7bbvQhfDAS2X9sqdfurBIYIL5xZMPddZaf7pPX80WOVIBOXH1JEZfsX125qq0Xn
K8z/Rd8KI8zTflweD2Kzrk1WvQSIM5KnTQmMcSk3kwDIW5Dg657dT49Y68mI4azq34q17)gBhTx31bTuf94QT w7QC5wmFtO+hc6zPVODXS))\




"alg": "RS512"

"x5t": "-HZ-fkkNBhTsPHWrhATwIZflhdU",

"x5t2": "tjVDNCTx7FnOTfM-6uHvbwjWIIxlaFtGxiZZ6uJFxr4",

3.2.4 Update bridge URL API

This APl will be called to update the bridge base URL.

URL: /api/hiecm/gateway/v3/bridge/url

Request: PATCH
Header Parameters:

Property Name Example Value Required Description
Authorization eyJhbGciOiJSUzUxMiJ9. Yes JWT Access token which was
eyJzdWIiOiJ2YXNhbnRoY issued by ABDM session API
Wt1lbWFyLmtlc2F2YW5AC after successful validation of
2J4liwiY2xpZW50SWQiOi client id and secret.
JzYngiLClzeXNOZWO0iOiJ
BQkhBLUEILCJyZXF1ZXNOZ
XJJZCI61IBIUi1XRUIiLC)wa
HINb2JpbGUIOM51bGws
REQUEST-ID 18235d89-cb13-479dad71-  |Yes Unique UUID for tracking the
7a57d5f66928 end-to-end request
transaction
TIMESTAMP 2022-10- Yes The actual time when the
06T10:10:00.587Z request was initiated, 1ISO
Date time format represents
the date and time
X-CM-ID sbx Yes Suffix of the consent manager
to which the request was
intended.
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Body Parameters:

Property Name Example Value Required Description
url https://webhook.site/b7  |Yes Bridge base URL
99c0b8-4e75-4545-
8eb2d8c2d5f0c9f6

Request Body:

Request Body

{
"url": "https://webhook.site/b799c0b8-4€75-4545-8eb2-d8c2d5f0c9f6"

}

Response:

Response

Code : 202 Accepted

3.2.5 Registration of Facility & Software Linkage

Overview: The software being used by the provider must integrate with the digital
building blocks of ABDM and comply with the guidelines outlined NHA. NHA maintains
the national directory of all healthcare facilities. Any participating facility needs to sign
up in the health facility registry at (nhpr.abdm.gov.in) This ensures that they are a valid
facility which is authorized to issue health records in the ecosystem. HFR consists of
information for each healthcare facility in the country — hospitals, clinics, diagnostic
centers, pharmacies etc., across all systems of medicine and covering both public and
private health facilities. HFR offers APIs that can be used by various stakeholders in the
ecosystem. Healthcare information service provider application or healthcare
repository provider application must be upgraded to become ABDM compliant.

Registration of facility:
Through website: https://hspsbx.abdm.gov.in/home (sandbox) ,

https://nhpr.abdm.gov.in/home (production) Step-by-step user manual document
access:

Goto https://hspsbx.abdm.gov.in/home (sandbox), https://nhpr.abdm.gov.in/home

(production) >>Resource center >> User Manual
>> Select “For Health Fecility” >>Download “User Manual” >>Refer Content

11



“A” (Health Professional ID (HPID) creation), “B” (Facility Registration) Registration of
bridge services (HIP/HIU) on facility:

Option 1: Linking through website: https://hspsbx.abdm.gov.in/home (sandbox),

https://nhpr.abdm.gov.in/home (production) Step-by-step user manual document access:

Goto: https://hspsbx.abdm.gov.in/home (sandbox) , https://nhpr.abdm.gov.in/home
(production) >>Resource center >> User Manual >> Select “For Health Facility”
>>Download “User Manual” >>Refer Content “C” (Software Linkage).

Option 2: Through API This API (
https://facilitysbx.abdm.gov.in/v1/bridges/MutipleHRPAddUpdateServi ces ) will be
used to link multiple bridges against a facility. It will accept the facility id , facility
name and list of HRP i.e. bridges.

Please note:
You must pass in all the required parameters to create the API.

The data needs to be passed in the required format as mentioned for each field.
API can refer swagger link :
https://facilitysbx.abdm.gov.in/swaggerui.html#/Multiple_ HRP_API >>>Go to Multi HRP API

>>>and Select
“/v1/bridges/MutipleHRPAddUpdateServices viMutipleHRPAddUpdateServices”

Parameters:

Required | Description Format if any

facilityld Yes Will be validated if presentin  [String Starting with IN
HFR or not and of 12
characters

facilityName Yes Name of the facility to be linked|String Alphanumeric

bridgeld Yes Valid Bridge Id to be linked. String Alphanumeric
and validity to be
checked by
HIECM
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hipName

Yes

¢ To provide unigueness against
each bridges that is linked . HIP
name is the

String

¢ HIP name can be
the Hospital
name added

name of the hospital which
will reflect

with suffix of
bridge name.

example

on ABHA/PHR app when
the patent will search respective
hospital.

Hospital
name=XYZ
and bridge name
=BRIDGE TEST, so
the HIP name =

XYZ BRIDGE.
* HIP name can
not be more
than 15
characters., No
special
character is
allowed
(%S #@(~&!),
and it should be
unique for every
bridge

for a facility

type

Yes

HIP / HIU etc

String

Validated by
HIECM

Active

Yes

True/false

boolean

Accept
Boolean value

3.2.6 Find bridge by service id

This APl will fetch the bridge details for the given service id.

URL: /api/hiecm/gateway/v3/bridge-service/serviceld/{serviceld}

Request: GET

Header Parameters:
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Property Name

Example Value

Required

Description

Authorization eyJhbGciOiJSUzUxMiJ9. Yes JWT Access token which was
eyJzdWIiOiJ2YXNhbnRoY issued by ABDM session API
Wt1bWFyLmtlc2F2YWS5AC after successful validation of
2J41iwiY2xpZW50SWQiOi client id and secret.
zYngilLClzeXNOZWOQiOiJ
BQkhBLUEILCJyZXF1ZXN0OZ
XJJZCI61IBIUi1XRUIiLCJwa
HINb2JpbGUiOM51bGws
ImV4cCI6MTY2NzI50DEx
NSwiaWFOljoxNjY3MjkwO
TE1LCJwaHJBZGRyZXNzljo
idmFzYW50aGFrdW1hci5
rZXNhdmFuQHNieClsInR
4bkIkljoiYEWMGMA4ZDMt
NTE1ZCOOYWFiLTg1lOWQtY
ZNIMTUwWOTE3ZGY1In0
REQUEST-ID 18235d89-ch13-479dad71- [Yes Unique UUID for tracking the
7a57d5f66928 end-to-end request
transaction
TIMESTAMP 2022-10- Yes The actual time when the
06T10:10:00.587Z request was initiated, 1ISO
Date time format represents
the date and time
X-CM-ID sbx Yes Suffix of the consent manager
to which the request was
intended.
Response:
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Response ‘

Code : 200 Ok

"id": 1561,

"bridgeld"; "SBX_XXXX",

"serviceld": "TestClinicHIP",

"name": "TestClinicHIP",

"isHip": true,

"isHiu": true,

"isPhr": false,

"endpoints": {},

"active": true,

"registerTime": "2021-03-01 11:17:35.1735",
"dateCreated": "2021-03-01 11:17:35.1735",
"dateModified": "2024-04-22 11:04:46.446"

3.2.7 Find services by bridge id
This APl will fetch all the service ID details linked with the respective bridge id.

URL: /api/hiecm/gateway/v3/bridge-services'
Request: GET
Header Parameters:

Property Name Example Value Required Description
Authorization eyJhbGciOiJSUzUxMiJ9. Yes JWT Access token which was
eylzdWIiOiJ2YXNhbnRoY issued by ABDM session API
Wt1lbWFyLmtlc2F2YW5AC after successful validation of
2J4liwiY2xpZW50SWQiOi client id and secret.

JzYngiLCJzeXNOZWO0iOiJ
BQkhBLUEILClyZXF1ZXNOZ
XJZCl6lIBIUi1XRUIiLClwa
HINb2JpbGUiOmM

REQUEST-ID 18235d89-cb13-479dad71- |Yes Unique UUID for tracking the
7a57d5f66928 end-to-end request
transaction
TIMESTAMP 2022-10- Yes The actual time when the
06T10:10:00.5872 request was initiated, 1SO
Date time format represents
the date and time
X-CM-ID sbx Yes Suffix of the consent manager
to which the request was
intended.
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Response:

Response

Code : 200 Ok

{
"bridge": {
"id": "SBX_XXXX",
"name": "Testing",
"url": "https://abdcb.doctor9.com",
"active": true,
"blocklisted": false
12
"services": [
{
"id": "@#S%M&*(",
"name": "hello",
"types": [
"HIP",
"HIU"
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1,
"endpoints": {
"hipEndpoints": [
{

use": "registration",

"connectionType": "HTTPS",
"address":
"https://events.hookdeck.com/e/src_3gsnEgl941mh/registration"

2
{
"use": "data-upload",
"connectionType": "HTTPS",
"address":
"https://events.hookdeck.com/e/src_3gsnEgl941mh/dataupload"
}
1,
"hiuEndpoints": [
{
"use": "registration",
"connectionType": "HTTPS",
"address":
"https://events.hookdeck.com/e/src_3gsnEgl941mh/registration"
2
{
"use": "data-upload",
"connectionType": "HTTPS",
"address":
"https://events.hookdeck.com/e/src_3gsnEgl941mh/dataupload"
}
1,
"healthLockerEndpoints": [
{
"use": "registration",
"connectionType": "HTTPS",
"address":
"https://events.hookdeck.com/e/src_3gsnEgl941mh/registration"
2
{
"use": "data-upload",
"connectionType": "HTTPS",
"address":
"https://events.hookdeck.com/e/src_3gsnEgl941mh/dataupload"
}
]
|3
"active": true
}
]
}
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4 HIP Initiated Linking
4.1 Overview

HIP-initiated linking is the process through which a HIP links the patient’s care context
(health record) with the patient's ABHA Address, after patient registration and creation
of health records (in their HMIS/LMIS system).

Care context (Health record) linking happens in two steps.
* Link token generation

* Linking care context with ABHA address after obtaining a valid link token

Link token generation
To achieve linking, the HIPs need to have a valid link token using link token service

The link token will be used for linking the ‘n” number of care contexts, and concurrent
linkages.

4.2 Sequence Diagram

HIP ABDM Gateway
! !
! POST: '
s . . - s
dapiyiniecm/ v ioen/ generate-
token
return
..:E ___________________________________________________
= FPOST: ™

{callback_ur}apiv3hiptoken/on-generate-token

[y

ABDM - HIE-CM - Link Token
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HIP ABDM HIU/HL
Application Gateway

Application

1
H
POST: /api/hiecm/hip/v3/link/carecontext M
[Authorization REQUEST-ID. TIMESTAMP.
X-HIP-ID, X-LINK-TOKEN X-CM-ID]

return
e S S e e e e S e e e e e S

POST: {callback_url}/api/v3/link/on_carecontext
[REQUEST-ID. TIMESTAMP.X-HIP-ID]

F-----1

POST: {callback_url}/api/v3
/hiu/subscription/notify

ABDM HIE-CM HIP Initiated Linking Flow

4.3 List of APIs

4.3.1 Link token generation

This APl invoked by HIP or HRP to generate a link token.
URL: /api/hiecm/v3/token/generate-token Method:

POST Request Headers:
Property Example Value Required Description
Name
REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for tracking
7a57d5f669a8 the end-toend request
transaction
TIMESTAMP 2022-10-06T10:10:00.587Z Yes The actual time when the

request was initiated, ISO
Date time format
represents the date and
time
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Authorization

eyJhbGciOiJSUzUxMilJ9.

eyJzdWIiOiJ2YXNhbnRoYWt1bWFyLmtlc2F2
YW5Ac2J4liwiY2xpZW50SWQiOiJz
YngiLCJzeXNOZWO0iOiJBQkhBLUEiLCly
ZXF1ZXNOZXJJZClI6lIBIUi1XRUIIL
CJwaHINb2JpbGUIOM51bGwsIimVac

CI6MTY2NzISODExNSwia

WFOljoxNjY3MjkwOTE1LCIwaHJBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZX
NhdmFuQHNieClsInR4bklkljoi
YJEwMGM4ZDMtNTE1ZCOOYWFiLTg10
WQtYzNIMTUwOTE3ZGY1In0

Yes JWT Access token which
was issued by ABDM
session API after
successful validation of
client id and secret

X-HIP-ID IN2810014366 Yes Identifier of the health
information provider to
which the request was
intended

X-CM-ID sbx Yes Suffix of the consent

manager to which the
request was intended

Body Parameters:

Property Name Example Required Description
Value
abhaAddress ‘ABHA address Yes (if ABHA Patient ABHA addre?s against which the health
. records need to be linked.
number is not
provided)
abhaNumber ABHA number Yes (if ABHA 14-digit unique ABHA number of the patient.
address is not
provided)
Name “Full name” Yes Patient's full name in the following format
First Name | Middle Name | Last Name
Gender M”/"F” "0 Yes Patient gender
yearOfBirth XXXX Yes Patient's year of birth

Request Body:

Request Body

"abhaNumber": 98765432101 XXXX,
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"abhaAddress": "user@sbx",

"name": "Arjun",
llgenderH: "M"'
"yearOfBirth": XXXX

Response Body:

Response:

Code : 202 Accepted

Error scenarios:

Scenario Request Headers/Body Message
When Request ID is Blank, [ Access Denied
null or empty in header { Code : 403 Forbidden
"key": "REQUEST-ID",
"value": "",
"type": "text"
Pl
\When invalid Request- ID is [ {
pass in header { "code": "ABDM-1030: ",
"key": "REQUEST-ID", "message": "Invalid request ID"
"value": "{{Squid}}zxzzxs", }
"type": "text" Code: 400Bad Request
1
I
[ Access Denied
When Timestamp is Blank, { Code : 403 Forbidden
null or empty in header. "key": "TIMESTAMP",
"value": ",
"type": "text"
Pl
{
When invalid [ ::code": "A"B?M-IFJIG_: K .
Timestamp is pass in header| { message": "Invalid Timestamp
"key": "TIMESTAMP", }
"value": "{{SisoTimestamp}}jh
gftytgtyu", Code - 400Bad Request
"type": "text"
Pl
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When X-HIP-ID is Blank, null
or empty in header.

When X-CM-ID is
Invalid, Blank, null or empty
in header.

Request body missing

Duplicate Link token request

{
"key": "X-HIP-ID",
"value":"",
"type": "text"
}
]
[
{

|lkeyl|: |IX_CM_|DI|’
"value": "sbxdvdfvdf",

"type": "text"
P

{

@sbx",
"name": "Mayur Chaskar",
|lgenderl|: |IMI|’

"yearOfBirth": XXXX

"abhaNumber": 9117838618XXXX,
"abhaAddress": "9117838610XXXX

Access Denied
Code : 403 Forbidden

Access Denied
Code : 403 Forbidden

{
"code": "ABDM-1064",

"message": "Request body was missi ng"

}

Code : 400Bad Request

{
"code": "ABDM-1092",

"message": "Duplicate Link token req uest"

}

Code : 400Bad Request

ABHA number and ABHA
address cannot be null

"abhaNumber": null,
"abhaAddress": null,
"name": "Mayur Bapu",
"gender": "M",
"yearOfBirth": XXXX }

22

"code": "ABDM-1125",
"message": "ABHA number and ABH A
address cannot be null"

}

Code - 400Bad Request




When passing an abha
number of more or less than

14 digits

When passing invalid abha
address/Invalid domain.

When passing invalid
Name

"abhaNumber": 911783861017XXX,
"abhaAddress": "91178386101731X

XXX@sbx",
"name": "Mayur M ",
|Igenderl|: |IMI|’

"yearOfBirth": XXXX }

{
"abhaNumber": 91178386109XXXX

"abhaAddress": "9117838610XXX@
gmail.com",

"name": "Mayur M",

|Igenderl|: |IMI|’

"yearOfBirth": 1994 }

{

"abhaNumber": 9117838610XXXX,

"abhaAddress": "911783861XXXX@ sbx",
"name": "Mferr",
"gender": "M",
"yearOfBirth": 1994

}

"code": "ABDM-9999: ",
"message": "Invalid ABHA Number, it must
be only 14 digit"

}
]

Code - 400Bad Request

"code": "ABDM-9999: ",

"message": "Invalid ABHA Address, it
must start with Alphanumeric.and _ inthe
middle and must be ending with @abdm or
@sbx"

}
]

Code - 400Bad Request

Callback: {
"error": {
"code": "ABDM-1207: ",
"message": "Demographic details was|
invalid or doesn't exists"
b
"response": {
"requestld": "58f080de-b5444bcf-8f4b-
3d45222b2885"
}
}

Code- 202Accepted
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When passing invalid
Gender except M, F, O,
D

Year Of Birth should be in
between 1900 to 2200.

When passing F, O, D gender
for male.

When Year of birth not
matching with user’s
YearOfBirth.

(Allowing +2 & -2 from
original year)

{
"abhaNumber": 9117838610XXXX,
"abhaAddress": "9117838610XXXX
@sbx",
"name": "Mayur B ",
"gender": "W",
"yearOfBirth": XXXX }
{

"abhaNumber": 9117838610XXX,

"abhaAddress": "9117838610XXX@ sbx",
"name": "Mayur B",
"gender": "M",
"yearOfBirth": XX

{
"abhaNumber": 9117838610XXXX,

"abhaAddress": "9117838610XXXX
@sbx",

"name": "Mayur B ",

"gender": "F",

"yearOfBirth": XXXX }

{
"abhaNumber": 9117838610XXXX,

"abhaAddress": "9117838610XXXX
@sbx",

"name": "Mayur B",

"gender": "M",

"yearOfBirth": XXXX }
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[

{
"code": "ABDM-9999: ",

"message": "Invalid Gender, It mus t be M,

F,0,D"
}
]

Code- 400Bad Request
[

{
"code": "ABDM-9999: ",

"message": "Invalid Year of birth, must be
4 digit range between 1900 a nd 2200"

I

Code- 400Bad Request

Callback: {
"error": {
"code": "ABDM-1207: ",
"message": "Demographic details was
invalid or doesn't exists"

|2
"response": {
"requestld": "89d2dcbh4-06a545fa-8910-
417d6e83bdd5"

}
}

Code- 202Accepted
Callback: {
"error": {
"code": "ABDM-1207: ",
"message": "Demographic details was
invalid or doesn't exists"

|2
"response": {
"requestld": "58f080de-b5444bcf-8f4b-

3d45222b2885"

}
}

Code- 202Accepted

Callback: {
"error": {

"code": "ABDM-1207: ",




When abha numbe ris
passing of another’s user.

"abhaNumber": 9117838610XXXX,
"abhaAddress": "9117838610XXXX|

@sbx",

When abha Address is
passing of another’s user.

When the user tries to
generate a link token more
than 3 times

"name": "Mayur B ",
"gender": "F",
"yearOfBirth": XXXX }

{
"abhaNumber": 9117838610XXXX,
"abhaAddress": "9117838610XXXX
@sbx",
"name": "Mayur B",
"gender": "F",
"yearOfBirth": XXXX
}
{
"abhaNumber": 9117838610XXXX,
"abhaAddress": 91178386 10XXXX
@sbx",
"name": "Mayur B",
"gender": "M",

"yearOfBirth": XXXX

"message": "Demographic details was
invalid or doesn't exists"
12
"response": {
"requestld": "58f080de-b5444bcf-8f4b-
3d45222b2885"

}
}

Code- 202Accepted
Callback: {
"error": {
"code": "ABDM-1207: ",
"message": "Demographic details was
invalid or doesn't exists"

}I

"response": {
"requestld": "89d2dch4-06a545fa-8910-
417d6e83bdd5"

}
}

Code- 202Accepted
Callback: {
"abhaAddress": "91178386101731@sbx

n
’

"error": {
"code": "ABDM-1027: ",
"message": "You are blocked. Plea se try
again after 24 hours."
b
"response": {
"requestld": "ddcd6213-49e24d46-ad44-
07897c63c36b"

}
}

4.3.2 Callback API for Link token generation

This is a callback API triggered by HIE-CM to HIP/HRP to get the link token.
URL: {callback_url}/api/v3/hip/token/on-generate-token

Method: POST
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Request Headers:

Property

Name

Example Value

Required

Description

REQUEST-ID

18235d89-cb13-479d-ad71-
7a57d5f669a8

Yes

Unique UUID for tracking
the end-toend request
transaction.

TIMESTAMP

2022-10-06710:10:00.587Z

Yes

The actual time when the
request was initiated, ISO
Date time format
represents the date and
time

X-HIP-ID

IN2810014366

Yes

Identifier of the health
information provider to
which the request was
intended.

Authorization

eyJhbGciOiJSUzUxMiJ9.
eyJzdWIiOiJ2YXNhbnRoYWt1bWFyLmtlc2F2
YW5Ac2J4liwiY2xpZW50SWQiOilz
YngiLCJzeXNOZWO0iOiJBQkhBLUEILCly
ZXF1ZXNOZXJJZCl6lIBIUi1XRUIIL
CJwaHINb2JpbGUIiOM51bGwsimVac
CI6MTY2NzI50DExNSwia
WFOljoxNjY3MjkwOTE1LCIwaHIBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZX
NhdmFuQHNieClsInR4bklkljoi
YJEWMGM4ZDMtNTE1ZCOOYWFilLTg10
WQtYzNIMTUwOTE3ZGY1In0

Yes

JWT Access token which
was issued by ABDM
session API after successful
validation of client id and
secret

Body parameters:

Property
Name

abhaAddress

Example Value

ABHA address

Required  Description

Yes (if ABHA | Patient ABHA

number is address against

not which the

provided) health records
need to be
linked
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linkToken eyJhbGciOilSUzUxMi)9.eyloaXBJZCI6Ik1BRE Yes Patient full

hVUKFfSEIQliwic3ViljoiMTAWMDAyNjIxMzE2N ;Z’:neel First

DBAYWIJkbSIsImFiaGFOdW1iZXIiOjEwMDAwWM Middle Name |

iYYMTMxNjQwLCJIeHAIOjE20Tc10TY2MDA:sI| Last Name

mIhdCI6MTY4MTgyODYwMCwidHJhbnNhY3

Rpb25JZCI6IjM1YjkzYzQwLWM10GQtNDk2ZC

04MDgxLWY10TMOMWVKNGNKNSIsImFiaGFB

ZGRyZXNzljoiMTAWMDAYNjIxMzE2NDBAYWIJk bSJ9.g-

p8eHxdacvSg2QPzm7vY7_kLHYCQXwkbkAc

EvSwcp5HFAdtUyNoZ50LyquQih2LbxvODxm

Da3YxyMnQY37GJsBpcs-

40QmUk5tvoad1HYGjBVMIqOtVae7gpFHno

nSSyhkVPGLTO5G4tvghvcK8xcMgoQol_ImR

26VIGCue07nx6K4xPueUOQeeqKMXPJs115wPunafT3LT24

k9KEHzbmDcWDJjUouBZ4TKAXcGrfwOuhG

MOeWr-

SMZ99PAITHXHCZnJybUWL9E2MH6bpg87wD

hFPrqOWLzhLJhynnfaWxrd7JkFdUtDygkpaiR

h3V12xVgx8eWaSwxdwvCLut4A

requestld d6d6d056-666a-4af8-b6804c61bch29dd4 Yes Unique UUID to

track the
endtoend
flow

Request Body:

Request Body

{

"abhaAddress": "10000262131640@sbx",

"linkToken": "eyJhbGciOiJSUzUxMiJ9.eyloaXBJZCI6Ik1BREhVUKFfSEIQliwic3ViljoiMTAWMDAyNjIxMzE2
NDBAYWIJkbSIsImFiaGFOdW1iZXIiOjEwMDAwWM;YyMTMxNjQwLCJIeHAIOjE20Tc10TY2MDAsImIhdCI6MT
Y4MTgyODYwMCwidHJhbnNhY3Rpb25JZCI61jM1YjkzYzZQwLWM10GQtNDk2ZCO4MDgxLWY10TMOMWYV
kNGNKNSIsImFiaGFBZGRyZXNzljoiMTAwMDAyNjIxMzE2NDBAYWJkbSJ9.q-
p8eHxdacvSg2QPzm7vY7_kLHYCQXwkbkAcEvSwcp5SHFAdtUyNoZ50LyquQih2LbxvODxmDa3YxyMnQ Y37GJsBpcs-
40QmUk5tvoad1HYGjBVMIg0tVae7gpFHNnonSSyhkVPGLTO5G4tvghvck8xcMgoQol_ImR26VIGCue07

nx6K4xPueUOQeeqKMXPJs115wPunafT3LT24k9KEHzbmDcWDJjUouBZATKAXcGrfwOuhGM0eWrSMZ99PAITHXHCZnlJybUWL
9E2MH6bpg87wDhFPrq0OWLzhLIhynnfaWxrd7JkFdUtDygkpaiRh3V12xVgx8 eWaSwxdwvCLut4A",
"response": {
"requestld": "d6d6d056-666a-4af8-b680-4c61bcbh29dd4"
}
}

Response Body

Response
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Code : 202 Accepted

=3 http://webhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0cSf6/apilv3/hipitoken/ x-b3-sampled (]
on-generate-token x-b3-spanid abdasc22374b7c10
Host 14.143.232.140 Whois Shodan Netify Censys VirusTotal x-h3-traceid 4f5e10bc728b49acabdasc22374b7c18
Date 08/09/2024 7:51:52 PM (a few seconds ago) x-envoy-attempt-count 1
Size 739 bytes x-envoy-peer- sidecar~18.233.122.92~abdm-hieca-1ink-token-app-676Fb7¢agb-...
Time 0.000 sec metadata-id
ID c3d6324c-1e2e-494c-b507-4ee194c778a2 X-envoy-peer- ChoKCKNMVVNURVIFSUQSDBOKS 2ViZXIUZXR1CWOFCEXITINUQUSDRVEJUFM. ..
Note # Add Note metadata
x-request-id 1824d813-8752-4d2c-b889-971833 9797
content-length 738
content-type application/json
x-hip-id Mohan_HIP
timestamp 2024-88-89714:21:52.1327
request-id 6526adbd -8bae-41f7-aa22-bobicafees72
authorization Bearer eyJhbGciOilSUZIINIISINRSCCIgOiAiS1dUIiwia2lkIiAGICIE...
accept o
user-agent ReactorNetty/1.0.24
accept-encoding gzip
host webhook.site
Query strings Form values
{empty) (empty)
Raw Content Format JSON Word-Wrap Copy
{

"abhaAddress": "vignesh_1992@sbx",

"linkToken": "eyJhbGci0ilSUzUxMiJ9.eyJoaXBIZCI6IklvaGFuXehJUCISInN1YiI6InZpZ251c2hfMTkSMkBzYngilCIhYmhhTnVtYmVyIjoSMTc1MDc20DIxNzc3MCwiZXhwIjoxNz
M40TgxMzEyLCIpYXQi0jE3MMyMTMzMTIsInRy YW5z YWN@ali9uSWQi0iIzODNKYTY2NS@4Nzg3LTQeYTYt0GYxMC1i0DUyNDdiY2NKMDYiLCIhYmhhQuWRkemVzcyI6InZpZ251c2hfMTkSMkBzY
ngifQ.mtEyQMFBTY7KtB7C8TFpsgVeBA]PgMrMgABHS pHQUD45GF_jeli9P-GMM1aFOBkddIQ3dazZfCHT -SkTuLBsZrdRycvxD7] IDXBK6Gp_Qx03agz506Z1iy_yOgPbCSRHLrRxwP16INZ_ckY
u-BaGGIIZ_eAJpil2CRkO78EiVIEhLWpFkjNOGNHN7bGxeHL71QkNOXLGGIJ4zhEIiDi65R-fnk1HV2ndiUL@x2PKIIIUInhYUNIOFKB3@nLF6vEYYgIYn@huBSOFhjuVmsNhIFQYGDWOT zFlivA

Error Scenarios:

Scenario Headers/Body Message
[ Access Denied
{ Code : 403 Forbidden
When Request ID is "key": "REQUEST-ID",
Blank, null or empty value™ ™,
in header type’: “text
Pl
[ {
{ "code": "ABDM-1030: ",
"key": "REQUEST-ID", "message": "Invalid request ID"
When invalid Request- “alue": "{{Squid}jzxzzxs", }
ID is pass in header "type": "text" Code: 400Bad Request

Pl

[ Access Denied
t Code : 403 Forbidden
When Timestamp :key": I"T'I!\I/'ESTAMP",
is Blank, null or empty value": "",
in header. type": "text

I
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{

When invalid [ "code": "ABDM-1016: ",
Timestamp is pass in { "message": "Invalid Timestamp"
header "key": "TIMESTAMP", }
"value": "{{SisoTimestamp}}jhgftyt gtyu", Code - 400Bad Request
"type": "text"
Pl
[ Access Denied
{ Code : 403 Forbidden
"key": "X-HIP-ID",
When X-HIP-ID is "value™: ",
Blank, null or empty in "type": "text"
header. ol
[ Access Denied
{ Code : 403 Forbidden
"key": "X-CM-ID",
When X-CM-ID s "value": "sbxdvdfvdf",
Invalid, Blank, null, or "type": "text"
empty in the header. ol
[ Access Denied
{ Code : 403 Forbidden
"key": "X-LINK-TOKEN",
When X-LINKTOKEN is value®: ™,
Blank, null, or empty type’: “text
in the header. bl
{
[ "code": "ABDM-1066: ",
{ "message": "Invalid JWT token"
When X-LINK- "key": "X-LINK-TOKEN", }
TOKEN is Invalid in the "value": "hghhjjkhjkbkjbjkbkjbnkjbk Code - 400Bad Request
header. ",
"type": "text"
Pl
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{

{ "code": "ABDM-1063",
"key": "X-HIP-ID", "message": "HIP Id mismatch with Link
"value": "XYZ", token"
When the HIP ID is not type™: "text }
matching with i’
Link;'oken in "key": "X-LINK-TOKEN", Code - 400Bad Request
Header "value": "eyJhbGciOiJSUZUYrOLtAS A",
"type": "text"
}
]
[ {
{ "code": "ABDM-1038",

When passing the
Link Token of another
user in the header

"key": "X-LINK-TOKEN",

"value": "eyJhbGciOiJSUzUxMiJ9.ey
JoaXBJZCI6IIN1YzTIcJDFRfSAhPZXRpAr
mlevBdVt4rLk-
EKCRGfLMFqizijYO7z_pdasi35fG6dknrNDQb1vf-
000ggQHOYjhD2alLBDGjSKsAOiIdU9qS
usEjBC6j4HU3uZjyFPMQjg",

"type": "text"

Pl

"message": "ABHA address misma tch with
Link token"

}
Code : 400Bad Request

Request body
missing

"code": "ABDM-1064",
"message": "Request body was mi ssing"

}
Code : 400Bad Request
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"abhaNumber": "91178386101731",
"abhaAddress": "91178386101731@sbx"

"patient": [
{
"referenceNumber": "Mayur C",
"display": "Apollo_Encounter_123
~2023070414",
"careContexts": [

{
"referenceNumber": "Health { .\ . .
Duplicate HIP Link " code": "ABDM-1090",
Document Reference Number", .\ " "Duli HIP link N
request "display": "Sugar Test" message": "Duplicate ink req uest
} }
1
"hiType": "PRESCRIPTION",
"count": 1
}
1}
{
"abhaNumber": "11111111111111", :

When Abha Number
is mismatch with
Link Token

"abhaAddress": "91178386101731@sbx"

"patient": [
{

"referenceNumber": "Mayur C",

"code": "ABDM-1062",
"message": "ABHA number misma tch
with Link token"

}

"display": "Apollo_Encounter_123
2023070414",
"careContexts": [
{
"referenceNumber": "Health
Document Reference Number",
"display": "Sugar Test"
}
1
"hiType": "PRESCRIPTION",
"count": 1
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When Abha Number
is mismatch with
Link Token

{
"abhaNumber": "91178386101731",

"abhaAddress": "11111111111111@sbx",
"patient": [
{
"referenceNumber": "Mayur C",
"display": "Apollo_Encounter_123
~2023070414",
"careContexts": [

{

"referenceNumber": "Health
Document Reference Number",
"display": "Sugar Test"

{
"code": "ABDM-1038",

"message": "ABHA address misma tch with
Link token"

}

Code - 400Bad Request

}

1

"hiType": "PRESCRIPTION",
"count": 1

}
]
}
If care context is null { [

"abhaNumber": "91178386101731",
"abhaAddress": "91178386101731@sbx"

"patient": [
{
"referenceNumber": "Mayur C",
"display": "Apollo_Encounter_123
~2023070414",
"careContexts": null,
"hiType": "PRESCRIPTION",
"count": 1

"code": "ABDM-9999: ",

"message": "careContexts attrib ute
required in the payload"

P

Code - 400Bad Request
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when passing invlalid
HiType

{
"abhaNumber": "9117838610XXXX ",
"abhaAddress": "9117838610XXXX
@sbx",
"patient": [
{

"referenceNumber": "Mayur C",
"display": "Apollo_Encounter_123
~2023070414",
"careContexts": [
{
"referenceNumber": "Health
Document Reference Number",
"display": "Sugar Test"

[

{
"code": "ABDM-9999: ",

"message": "Invalid HIType, it m ust be
in PRESCRIPTION, DIAGNOSTIC REPORT,

OPCONSULTATION, DISCHAR
GESUMMARY, IMMUNIZATIONRECORD,
HEALTHDOCUMENTRECORD, WELLNE
SSRECORD"

}
]

Code - 400Bad Request

}

1,

"hiType": "PRESCRsbjs",

"count": 1

}
]
}

If count is not { Callback: {
matching with Care "abhaNumber": "91178386101731", "abhaAddress": "91178386101731@s bx",
Context count "abhaAddress": "91178386101731@sbx" "error": {

"patient": [
{
"referenceNumber": "Mayur C",
"display": "Apollo_Encounter_123
2023070414",
"careContexts": [

{

"referenceNumber": "Health
Document Reference Number",
"display": "Sugar Test"
}
1,
"hiType": "PRESCRIPTION",
"count": 20

"code": "ABDM-1037: ",
"message": "Count and Care co ntext count
mismatch"
b
"response": {
"requestld": "ab00fdec-fc804502-b1bc-
121be6808a9f"

}
}

Code - 202Accepted
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4.3.3 Linking care context

This API needs to be called by the HIP to link the care context against the patient ABHA
address, once the HIP has the valid linking token generated against the same patient
ABHA address.

URL: /api/hiecm/hip/v3/link/carecontext Request:

POST

Header Parameters:

Property Emple Vel Require Descriptio

Name d n

REQUEST-ID | 18235d89-cb13-479d-ad71-7a57d5f669a8 Yes Unique
UUID for
tracking the
endto-end
request
transaction.

TIMESTAMP | 2022-10-06T10:10:00.5872 Yes The actual
time when
the request
was
initiated, 1ISO
Date time
format
represents
date and
time.

Authorizati | eyJhbGciOiJSUzUxMiJ9.eyJzdWIiOiJ2YXNhbnRo Yes JWT Access
on YWt1bWFyLmtlc2F2YWS5Ac2J4liwiY2xpZW50SW token which
QiOiJzYngiLClzeXNOZWO0iOiJBQkhBLUEiLCJyZXF was issued
1ZXNO0ZXJJZCI61IBIUi1XRUIILCIwaHINb2JpbGUIO by ABDM
m51bGwsImV4cCI6MTY2NzISODExNSwiaWFOljo session API
xNjY3MjkwOTE1LCIwaHIBZGRyZXNzljoidmFzYW after
50aGFrdW1hci5rZXNhdmFuQHNieClsInR4bklkljo successful
iYJEWMGMA4ZDMtNTE1ZCOOYWFiLTg1O0WQtYzNIM TUwOTE3ZGY1In0 validation of
clientid and
secret.

X-HIP-ID IN2810014366 Yes Identifier of
the health
information
provider to
which the
request was
intended.

X-CM-ID sbx Yes Suffix of the
consent
manager to
which the
request was
intended.
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X-LINK- “eyJhbGciOiJSUzUxMi)9.eyloaXBJZCI61k1BREhV Yes Link token
TOKEN UKFfREVNTylsInN1Yil6InBhcmFnQHNieClsiImFiaG generated
FOdW1izXIiOjcxMTYyODUwMTMzNjYzLClleHAIO] against
E20TA5MTIzMDEsImIhdCIEMTY3NTEONDMwMS patient
widHIhbnNhY3Rpb25JZCI61jhjMjYyZTFhLTIhY2M ABHA
tNDM1YS040TYALTVIODY1YjUzNjQWNSIsimFiaGF address
BZGRyZXNzljoicGFyYWdAc2J4In0.aNDRl- and/or ABHA
number.
WKUecEX7BAM710B1aFkHfhB5nB-
NDAT3Lpm9kFCNJIj9BVLUaLZAMUQOsvscEMrPuZXONG1
JalymEjhICYvjBsFOSBUQS5CTFdoT4VDJC3P2u2X
3Xhi5tepTZrgsYMafuhMRXvRfqSjnOkSLIQloAr5fi
NQJBWWMGsYwcFLWLjo4MSwHC6ASIRMUfY3
w4_J4aqy4zgqULBoedITc1tQHxDIllg7amvXXgYzn
29lam65cQGO0sseRYf_cel5kg3mxn154Lpwzh_IH_VXOxOh9MDvLFf76TXgozce8_Q8
SKEsyB1U pbes2vQ59qjQS4eIMHbtRHeyEe)2IMmThYQ”
Body Parameters:
Property Name Example Value Required Description
abhaAddress ABHA address Yes Patient ABHA address against
which the health records need to
be linked. ABHA address is
mandatory.
abhaNumber ABHA number No 14-digit unique ABHA number of
the patient.
referenceNumber “TMH-PUID-001" Yes This should be a unique ID or
number for each new response.
display “Display” Yes Displayed information about the
care contexts
careContexts "careContexts": [ Yes Care context s the
{ patient individual
"referenceNumber": "TMH-PUID", health record.
"display": "display 1"
1
]
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hiType “PRESCRIPTION” Yes There are 7 different hiTypes in

ABDM:
Prescription
DiagnosticReport
OPConsultation
DischargeSummary
ImmunizationRecord
HealthDocumentRecord
WellnessRecord

count 1 Yes Number of health records in the

careContext object

Request Body:

Request Body

{
"abhaNumber": 9117838610XXXX,

"abhaAddress": "abc@abdm”",

"patient": [
{
"referenceNumber": "TMH-PUID-001",
"display": "Display",
"careContexts": [
{
"referenceNumber": "TMH-PUID-001",
"display": "display 1"
}
1
"hiType": "PRESCRIPTION",
"count": 1

Response Body:

Response

Code : 202 Accepted

Error scenarios:

Scenario Headers/Body Message
When the Request ID is Blank, Access Denied
null, or empty in the header [{"key":"REQUEST-
ID","value™:"","type":"text"}] Code : 403 Forbidden
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When an invalid Request ID is
passed in the header

When Timestamp is Blank, null, or
empty in the header.

[{"key":"REQUEST-

ID","value":"{{Sguid}}zxzzxs","
type":"text"}]

"code": "ABDM-1030: ",

"message": "Invalid request
|D|I

}

Code: 400Bad Request

[{"key":"TIMESTAMP","value":"",
Iltypell:lltextll}]

Access Denied

Code : 403 Forbidden

When an invalid
Timestamp is passed in the header

[{"key":"TIMESTAMP","value":"{
{SisoTimestamp}}jhgftytgty

u","type":"text"}]

{
"code": "ABDM-1016: ",
"message": "Invalid
Timestamp"
}

Code - 400Bad Request

Access Denied

When X-HIP-ID is Blank, null, or
empty in the header.

[{"key":"X-HIP-

ID","value":"","type":"text"}]

Code : 403 Forbidden

When X-CM-ID is Invalid, Blank,
null or empty in header.

[{Ilkeyll:IIX_CM_
ID","value":"sbxdvdfvdf","type
":"teXt"}]

Access Denied

Code : 403 Forbidden

When X-LINK-TOKEN is Blank, null
or empty in header.

[{"key":"X-LINK-
TOKEN","value":"","type":"text"}
]

Access Denied

Code : 403 Forbidden

When X-LINK-TOKEN is Invalid in
header.

[{"key":"X-LINK-
TOKEN","value":"hghhjjkhjkbki
bjkbkjbnkjbk","type":"text"}]
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Code - 400Bad Request

When HIP ID is not
matching with Link Token in
Header

[{"key":"X-HIP-
ID","value":"XYZ","type":"text"},
{"key":"X-LINK-
TOKEN","value":"eyJhbGciOiJ
SUzUYr9LtA5A", "type":"text"}]

"code": "ABDM-1063",

"message": "HIP Id mismatch with
Link token"

Code - 400Bad Request

38




When passing
Link Token of
another user in
header

[{"key":"X-LINK-

TOKEN","value":"eyJhbGciOiJ
SUzUxMiJ9.eyJoaXBJZCI6IIN1
YI9ISVAILCJzdWIiOil5MTQxN
DA3MTMyMTgyNUBhYmRtli
wiYWJoYU51bWIIcil6OTEOM
TQwNzEzMjE4M]jUsImV4cCl6
MTY50TISODE2NCwiaWFOljo
XNjgzNTMwMTYOLCJOcmFuc
2FjdGlvbklkljoiZTISYTA3ZDkt
YTAOOCOON2NhLWIIMTUEINT
kyMjMwMDK5NmVjliwiYWJo
YUFkZHJIc3MiOil5MTQxNDA3
MTMyMTgyNUBhYmRtInO0.1Zq
QAtFNBNEavOnT4XSG3XDDX

KDTIJAMPYW-18 1LEU9xkhi-
9xK6MrzTw5xlzaOaslIcJDFRf
SAhPZxRpArmlevBdVt4rLkEKCRGfLmFqizijYO7z_pdasi3
5-fG6bV3DbCid08ZM2zl_wHi5vDXZbv3gJviBQ4HdO
Pz62WRJSbcRt62Dfcha3HYrl
gKcKZCkojDk94RGNYWevdH
KYgralFdu_EKuuykyFlk5VjBe
olLFyivpgjiQmbPeRutE_T7B9
G4VveakeyAQosLHAG6dknrNDQb1vf-
000ggQHOYjhD2alLBDGjSK
sAOidU9qSusEjBC6j4HU3uZj yFPMQjg","type":"text"}]

{

"code": "ABDM-1038",
"message": "ABHA address
mismatch with Link token"

}

Code : 400Bad Request

Request body
missing

"code": "ABDM-1064",

"message": "Request body was
missing"

}

Code : 400Bad Request

39




Duplicate HIP Link
request

"abhaNumber": "9117838610XXXX ", "abhaAddress":
"9117838610XXXX @sbx",
"patient": [
{

"referenceNumber": "Mayur C",

{
"code": "ABDM-1090",

"message": "Duplicate HIP link
request”

}

"display":
"Apollo_Encounter_123 20230
70414",

"careContexts": [

{
"referenceNumber":
"Health Document Reference
Number",
"display": "Sugar
Test"
}

1,

"hiType": "PRESCRIPTION",

"count": 1
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When Abha Number is mismatch
with Link Token

"abhaNumber": "11111111111111",
"abhaAddress":
"91178386101731@sbx",

"patient": [

{

"referenceNumber":
"Mayur C",

"display":
"Apollo_Encounter_123 20230
70414",

"careContexts": [

{
"referenceNumber":
"Health Document Reference
Number",
"display": "Sugar
Test"
}

1,

"hiType": "PRESCRIPTION",

"count": 1

"code": "ABDM-1062",

"message": "ABHA number mismatch
with Link token"
}

Empty patient details in the
request

"abhaNumber": 12345678901
234,
"abhaAddress": "abc@abdm"

"patient": []
}

{
"code": "ABDM-1115",

"message": "Invalid patient
information. At least one patient
information is required."

}
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abha address

Trying to link a record for a deleted

{

"abhaNumber": "91178386101731",
"abhaAddress":
"91178386101731@sbx",

"patient": [

{

"referenceNumber":
"Mayur C",

"display":
"Apollo_Encounter_123_ 20230
70414",

"careContexts": [

{
"referenceNumber":
"Health Document Reference
Number",
"display": "Sugar
Test"
}

1

"hiType": "PRESCRIPTION",

"count": 1

11}

{
"code": "ABDM-1031", "message":

"The abha address is
deactivated."

}

4.3.4 Call back API for linking care context with patient ABHA address

This is a callback API triggered by HIE-CM to notify HIP/HRP about linked care context

response.

URL: {callback_url}/api/v3/link/on_carecontext

Request: POST
Header Parameters:

Property

Name

Example Value

Required

Description

REQUEST-ID
7a57d5f669a8

18235d89-cb13-479d-ad71-

Yes

Unique UUID for tracking
the end-toend request
transaction.
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TIMESTAMP 2022-10-06T10:10:00.5872 Yes The actual time when the
request was initiated, ISO
8601 represents the date
and time by starting with
the year, followed by the
month, the day, the hour,
the minutes, seconds, and
milliseconds.

X-HIP-ID IN2810014366 Yes Identifier of the health
information provider to
which the request was

intended.

Authorization eyJhbGciOiJSUzUxMiJ9. Yes JWT Access token which
eyJzdWIiOiJ2YXNhbnRoYWt1bWFyLmtlc2F2 was issued by ABDM
YWS5AC2J4liwiY2xpZW50SWQiOilz session API after
YngiLCJzeXNOZW0iOiJBQKhBLUEILCly successful validation of

ZXF1ZXNOZXJJZCI6IIBIUILXRUIIL client id and secret

ClwaHINb2JpbGUIOM51bGwsimV4ac
CI6EMTY2NzI50DExNSwia
WFOljoxNjY3MjkwOTE1LCJwaHJBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZX
NhdmFuQHNieClsInR4bklkljoi
YJEWMGM4ZDMtNTE1ZCOOYWFilLTg10

WQtYzNIMTUwOTE3ZGY1In0

Body Parameters:

Property Example Value Required Description

Name

abhaAddress "abc@abdm” Yes Patient ABHA address against which the

health records need to be linked

status "Successfully Linked care Yes Status message in various scenarios:
context" "Successfully Linked care context" “Counter
and Care context count mismatch” “ABHA
address and Link token mismatch”
“Dependent service unavailable” “These
care contexts have been already linked"
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requestld “f29f0e59-8388- Yes Unique UUID for tracking the endto-end
4698-9fe605db67aeac46” request transaction.

Request Body:
Request Body

"abhaAddress": "abc@sbx",
"status": "Successfully Linked care context",
"response": {
"requestld": "f29f0e59-8388-4698-9fe6-05db67aeac46"

Error Scenario:

"error": {

"code": "ABDM-1056",

"message": "This care context has been already linked"
2
"response": {

"requestld": "5ad6e060-ea35-4765-8c8c-cd7db8cblabf"
1

Response Body:

Response

Code : 202 Accepted

http://webhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0cSf6/api/v3/link/on_ x-b3-sampled ]
14.143.232.148 Whois Shodan Nefify Censys VirusTotal x-b3-parentspanid 889ab3fdeegezess
08/09/2024 7:59:06 PM (a few seconds ago) x-b3-spanid £749de2962083225
142 bytes x-b3-traceid 22852¢7b97ba37c2d73843bc81aaf14e
0.000 sec x-envoy-attempt-count 1
ID ebbeb336-edf5-4cfb-8cd2-c961bc8935e1 X-envoy-peer- sidecar~19.233.109.220~hiecm-hip-app-5d87bbabsd-tpgls.abdm2...
Note # Add Note metadatarid
X-envoy-peer- ChoKCKNMVVNURVIFSUQSDBOKS 3ViZXIUZXR1cWOgCEXI TINUQUSDRVIIUFM. ..
metadata
x-request-id e4770a8-39¢7-4610-8d88-79e533958832
content-length 142
content-type application/json
authorization Bearer eyJhbGci0ilSUzTINITSINRSCCIgOIAIS1dUTinia2lkIIABICIB. .
x-hip-id Mohan_HIP
timestamp 2824-03-89714:29105.667241478
request-id b4c27c88-2@57-24d93-abcc-4b88021ba76e
accept 5
user-agent ReactorNetty/1.8.22
accept-encoding gzip
host webhook.site
Query strings Form values
(empty) (empty)
Raw Content Format JSON Word-Wrap Copy
{
“abhaAddress": “vignesh_1992@sbx",
“status": "Successfully Linked care context”,

"response”: {
"requestId”: "d24eb3da-088a-4c39-871c-58e419d30774"
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Call back HIU

All the HIUs who are subscribed will be notified about the linkage of care contexts.

4.3.5 Get all patient links

This API provide all the linked care context of the patient.
URL: /api/hiecm/hip/v3/link/patient/links

Request: GET

Header Parameters:

Example Value

Property Required

Name

Authorization eyJhbGciOiJSUzUxMiJ9. eylzdWIiOiJ2 Yes
YXNhbnRoYWt1bWFyLmtlc2F2
YWS5Ac2J4liwiY2xpZW50SWQiOilzYngi
LCJzeXNOZWO0iOiJBQkhBLUEILCly
ZXF1ZXNOZXJJZCI6lIBIUi1XRUIiLCIwaH)
Nb2JpbGUIOM51bGwsIimV4c
CI6MTY2NzI50DExNSwiaWFOIjoxNjY3Mj
kwOTE1LCJwaHIBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZ

XNhdmFuQHNieClsInR4bklkljoi
YJEWMGMA4ZDMtNTE1ZCOOYWFiLTg1OW
QtYzNIMTUwOTE3ZGY1In0

Description

JWT Access token which was issued by
IABDM session API after successful
\validation of client id and secret

REQUEST-ID 18235d89-cb13-479d-ad71- ves Unique UUID for tracking the endtoend
7a57d5f669a8 request transaction
TIMESTAMP 2023 -03-09T07:07:41.7932 Yes The actual time when the request was

initiated, 1ISO Date time format
represents the date and time

X-AUTH-TOKEN eyJhbGciOiJSUzUxMiJ9.ey)zdWIi0iJ2
YXNhbnRoYWt1bWFyLmtlc2F2

JWT Authentication token which was
issued by ABDM after successful
validation of username and password

X-CM-ID sbx Yes

Suffix of the consent manager to which
the request was intended

Request Params:
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Property Name

Example Value

Description

limit 100 Number of records to be fetched from the
database.
Error scenarios:
Scenarios Headers/Body Message
To verify when [ Access Denied
Request ID is Blank, { Code : 403 Forbidden
null or empty in "key": "REQUEST-ID",
header "value": "",
"type": "text"
}
]
[ {
To verify { "code": "ABDM-1030: ",
when "key": "REQUEST-ID", "message": "Invalid reque st ID"
invalid RequestID is "value": "{{Squid}}zxzzxs", }
pass in header "type": "text"
}

Code: 400Bad Request

When

[

Access Denied

header

}

"key": "TIMESTAMP",
"value": "{{SisoTimestamp}}jhgftytgtyu",
“type": lltextﬂ

Timestamp is Blank, { Code : 403 Forbidden
null or empty in "key": "TIMESTAMP",
header. "value": "",

"type": "text"

1

]
When invalid| [ {
Timestamp is pass in| { “code": "ABDM-1016: ",

"message": "Invalid Times
tamp"

}

Code - 400Bad Request

Access Denied
Code : 403 Forbidden
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When X-CM-ID [

Access Denied

is Invalid, Blank, null { Code : 403 Forbidden
or empty in header. "key": "X-CM-ID",
"value": "sbxdvdfvdf",
"type": "text"
}
]
When X-Auth- [ {
TOKEN is Invalid in { ""code"": ""ABDM-1065: "",
header. "key": "X-AUTH-TOKEN", ""message"":"" Invalid X
"value": "hghhjjkhjkbkjbjkbkjbnkjbk", Auth token™""
"type": "text" }
Pl

Code - 400Bad Request"

Response Body:

Response

{

"patient": {
"id": "user_1992@sbx",
"links": [
{
"hip": {
"id": "TestClinicHIP",

"name": "TestClinicHIP",
"type": "HIP"
2
"referenceNumber": "user_1992@sbx",

"display": "User Record",

"hiType": "HealthDocumentRecord",

"careContexts": [

{
"referenceNumber": "e707c945-3672-4b85-8525-4c7e620ef301",

"display": "Visited on 08-Feb-2024 09:00:00 Visit Type as Out Patient"

1
"dateCreated": "2024-07-18711:49:15.736Z"
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4.3.6 Notify care context update

This APl will be invoked by HIP after updating a health record to notify all the
subscribed HIUs.

URL: /api/hiecm/hip/v3/link/context/notify

Request: POST

Header Parameters:

Property Example Value Required Description
Name
IAuthorization eyJhbGciOiJSUzUxMiJ9. eylzdWIiOiJ2 Yes JWT Access token which was issued
YXNhbnRoYWt1bWFyLmtlc2F2 by ABDM session API after successful
YWS5Ac2J4liwiY2xpZW50SWQiOilzYngi validation of client id and secret
LCJzeXNOZWO0iOiJBQkhBLUEILCly
ZXF1ZXNOZXJJZCI6lIBIUi1XRUIiLCIwaHJ
Nb2JpbGUIiOmM51bGwsimV4c
CI6MTY2NzI50DExNSwiaWFOIjoxNjY3Mj
kwOTE1LCJwaHJBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZ
XNhdmFuQHNieClsInR4bklkljoi
YJEWMGMA4ZDMtNTE1ZCOOYWFiLTg1O0W
QtYzNIMTUwOTE3ZGY1In0
REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for tracking the
7a57d5f669a8 endtoend request transaction
TIMESTAMP 2023 -03-09T07:07:41.7932 Yes The actual time when the request was
initiated, ISO Date time format
represents the date and time
X-HIP-ID IN2810014366 Identifier of the health information
provider to which the request was
intended
X-CM-ID sbx Yes Suffix of the consent manager to
which the request was intended
Body Parameters:
Property Name Example Value Required Description
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Patient . Yes The abha address of the patient whose
patient” : {
record was updated.
“id”: “user123@sbx”
}
careContext "careContext": { Yes Updated health record of the patient.
"patientReference":
"batman@tmh",
"careContextReference":
"Episodel"
}
hiTypes "hiTypes": [ ves IThere are 7 different hiTypes in ABDM:
Prescription
"OPConsultation" DiagnosticReport
OPConsultation
] DischargeSummary
ImmunizationRecord
HealthDocumentRecord
WellnessRecord
Date “2024-05-30T05:21:34.1552" ves The UTC time when the request was
initiated, 1SO Date time format
represents the date and time.
Hip "hip": { ves Identifier of the health information
ip":
P provider.
"id": "demo-hip-261222"
}

Request Body:

Request Body:
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{
"notification": {
"patient": {
"id": "user_122@sbx"
}l

"careContext": {

"careContextReferenc

}l

"hiTypes": [
"OPConsultation"

]I

"hip": {

P
}

"patientReference": "batman@tmh",

e": "Episodel"

"date": "2024-05-30705:21:34.155Z",

"id": "demo-hip-261222"

Error scenarios:

Scenarios Headers/Body Message
To verify when [ Access Denied
Request ID is Blank, { Code : 403 Forbidden
null or empty in "key": "REQUEST-ID",
header "value": "",

“type": llteXtH
Pl
To verify [ {
when { "code": "ABDM-1030: ",

invalid RequestID is
pass in header

"key": "REQUEST-ID",
"value": "{{Squid}}zxzzxs",

"type": "text"
Pl

"message": "Invalid requ est ID"

}

Code: 400Bad Request

When Timestamp [
is Blank, null or
empty in header.

"key": "TIMESTAMP",
"yvalue": uu’
"type": text"

P

Access Denied
Code : 403 Forbidden
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When invalid

Timestamp is pass in
header

[

{
"key": "TIMESTAMP",

"value": "{{SisoTimestamp}}jhgftytgtyu",

"type": "text"
Pl

{

"code": "ABDM-1016: ",
"message": "Invalid Time
stamp"

}

Code - 400Bad Request

Access Denied
Code : 403 Forbidden

When X-CM-ID
is Invalid, Blank, null
or empty in header.

[

{
"key": "X-CM-ID",
"value": "sbxdvdfvdf",

Access Denied

Code : 403 Forbidden

"type": "text"
}
]
When X-HIP-ID is [ Access Denied
empty or Invalid in { Code : 403 Forbidden
header. "key": " X-HIP-ID",
"value": ",
"type“: "teXt"
}

When given XHIP-ID
does not exist.

{
"code": "ABDM-1035: ",

"message": "Invalid HIP
ID|I
}

Response Body:

Response

Code : 202 Accepted

Call back HIU
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All the HIUs who are subscribed will be notified about the linkage of care contexts.

4.3.7 Call back API for notify care context update

This is a callback API triggered by HIE-CM to notify HIP/HRP about care context update
response.

URL: {callbackURL}/api/v3/links/context/on-notify

Request: POST Header Parameters:

Property Example Value Required Description
Name
IAuthorization eyJhbGciOiJSUzUxMiJ9. eylzdWIiOiJ2 Yes JWT Access token which was issued by
YXNhbnRoYWt1bWFyLmtlc2F2 IABDM session API after successful
YW5AC2J4liwiY2xpZW50SWQiOiJzYngi \validation of client id and secret

LCJzeXNOZWO0iOiJBQkhBLUEILCly
ZXF1ZXNOZXJJZCI6IIBIUi1XRUIiLCIJwaHJ
Nb2JpbGUIiOM51bGwsimV4c
CI6EMTY2NzI50DExXNSwiaWFOIjoxNjY3Mj
kwOTE1LCJwaHIBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZ

XNhdmFuQHNieClsInR4bklkljoi
YJEWMGM4ZDMtNTE1ZCOOYWFiLTg10W
QtYzNIMTUwOTE3ZGY1In0

REQUEST-ID 18235d89-ch13-479d-ad71- ves Unique UUID for tracking the endto-end
7a57d5f669a8 request transaction
TIMESTAMP 2023 -03-09T07:07:41.7932 Yes The actual time when the request was
initiated, 1SO Date time format represents
the date and time
X-HIP-1D IN2810014366 Identifier of the health information
provider to which the request was
intended
Body Parameters:
Property Name Example Value Required Description
requestld 18235d89-cb13- Yes Unique UUID for tracking the end-toend
479dad717a57d5f669a8 request transaction
timest. 2023 -03-09T07:07:41.7932 Yo
mestamp es The actual UTC time when the request was
initiated, I1SO Date time format represents the
date and time
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error "error": { No The error code and message if the notify
request is failed.

"code": "ABDM-1024",

"message": "Dependent service

unavailable"
}
response W W ves requestld from the
response”: { /api/hiecm/hip/v3/link/context/notify API call

“requestld”: “18235d89-cb13-
479d-ad71-7a57d5f6656a”

}
acknowledgement " acknowledgement": { ves Status of the
/api/hiecm/hip/v3/link/context/notify API
“status": “SUCCESS" call.
}
Request Body:

{
"requestld": "743ec386-670f-43a8-a3ed-44aa30fb15fb",

"timestamp": "2024-05-09T10:34:00.3872",
"acknowledgement": {

"status": "SUCCESS"
2
"response": {

"requestld": "6f0b4665-a915-4c92-aa36-65afb4a2cd71"
}

}

Response Body:

Response

Code : 202 Accepted
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[ POST | http:/webhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0cSf6/api/v3/links/conte x-b3-sampled ]
xt/on-notify

x-b3-spanid 980c61263b235ef8
Host 14,143.232.148 Whois Shodan Nelify Censys VirusTolal x-h3-traceid 222266d223c751F3930C61263b2396F8
Date 08/09/2024 8:07:37 PM (a few seconds ago) x-envoy-attempt-count 1
Size 104 bytes X-envoy-peer- sidecar~10.233.189.220~hiecn-hip-app-5d87bbsbad-tpgls.abdm2. ..
Time 0.000 sec metadata-id
ID ea1357aa-celc-44a1-b220-4627b9d2fedb X-envoy-peer- ChOKCKNMVVNURVIFSUQSDEOKS 2V ZXIUZXR1cWogCexI TINUQUSDRVIIUFM. ..
Note # Add Note metadata
x-request-id 4480cdc8-91fd-4cb@-96bb-f17edfafe24b
content-length 184
content-type application/json
x-hip-id Mohan_HIP
timestamp 2024-88-99T14:37:36.888Z
request-id ©57bc724-d47e-2054-33ef-1688d75b110a
authorization Bearer eyJhbGciOilSUzZIINIISINRSCCIgOiAIS1dUTiwia2lkIiAGICIB...
accept i
user-agent Reactornetty/1.0.24
accept-encoding gzip
host webhook.site
Query strings Form values
{empty) (empty)
Raw Content Format JSON & Word-Wrap Copy

{
"acknowledgement”: {
"status": "SUCCESS"

1
“response”: {
"requestId": "001b9459-630a-448f-bab4-3e8cc7621edd”

4.3.8 SMS Notification to patients

This APl will be invoked by HIP to trigger a SMS notification to the patient mobile
number when health record is available to fetch.

URL: /api/hiecm/hip/v3/link/patient/links/sms/notify2
Request: POST

Header Parameters:

Example Value Description
Property Required

Name

Authorization eyJhbGciOiJSUzUxMiJ9. eylzdWIiOiJ2 Yes UWT Access token which was issued by
YXNhbnRoYWt1bWFyLmtlc2F2 IABDM session API after successful
YW5AC2J4liwiY2xpZW50SWQiOiJzYngi \validation of client id and secret

LCJzeXNOZWO0iOiJBQkhBLUEILCly
ZXF1ZXNOZXJJZCI6lIBIUi1XRUIiLCIwaHJ
Nb2JpbGUiOmM51bGwsIimVac
CI6MTY2NzI50DEXNSwiaWFOljoxNjY3Mj
kwOTE1LCJwaHJBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZ

XNhdmFuQHNieClsInR4bklkljoi
YJEWMGMA4ZDMtNTE1ZCOOYWFiLTg10W
QtYzNIMTUWOTE3ZGY1InO
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REQUEST-ID Yes

18235d89-cb13-479d-ad71- Unique UUID for tracking the endtoend
7a57d5f669a8 request transaction
TIMESTAMP 2023 -03-09T07:07:41.793Z Yes The actual time when the request was

initiated, 1ISO Date time format
represents the date and time

X-CM-ID sbx Yes Suffix of the consent manager to which
the request was intended

Body Parameters:

Property Name Example Value Required Description

requestld 18235d89-cb13-479d-ad71- Yes The id will be unique value to identify
7a57d5f669a8 each notification requests.

phoneNo 9876543210 Yes Mobile number of the patient.

hip "hip": { ves Identifier and name of the health

information provider.

"name": "HIP Name",

"id": "TestClinicHIP"

Request Body:

Request Body:
{

"requestld": "743ec386-670f-43a8-a3ed-44aa30fb15fb",
"timestamp": "2024-05-09T10:34:00.387Z",
"notification": {
"phoneNo": "986543210",
"hip": {
"id": "ABDM_HIP",
"name": "ABC Hospital"
}
}

}

Error scenarios:

Scenarios Headers/Body Message
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To verify when
Request ID is Blank,
null or

"key": "REQUEST-ID",

Access Denied
Code : 403 Forbidden

empty in "value": "",
"type": "teXt"
header ]
To verify {
when "code": "ABDM-1030: ",

invalid RequestID is
pass in header

"key": "REQUEST-ID",
"value": "{{Squid}}zxzzxs",
"type": "text"

]

"message": "Invalid requ est ID"

}

Code: 400Bad Request

When

Timestamp is

Blank, null or empty
in header.

"key": "TIMESTAMP",
"value": ",
"type": "text"

]

Access Denied
Code : 403 Forbidden

When invalid
Timestamp is pass in
header

"key": "TIMESTAMP",

"value": "{{SisoTimestamp}}jhgftytgtyu",

{
"code": "ABDM-1016: ",

"message": "Invalid Time stamp"

}

"type": "text"
Pl
Code - 400Bad Request
Access Denied
Code : 403 Forbidden
When X-CM-ID Access Denied
is Invalid, Blank, null
or empty in header. "key": "X-CM-ID", Code : 403 Forbidden
"value": "sbxdvdfvdf",
"type": "text"
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When given HIP id
does not exist.

{
"code": "ABDM-1035: ",

"message": "Invalid HIP
IDII

}

Response Body:

Response

Code : 202 Accepted

4.3.9 Callback API for SMS Notification to patients

This is a callback API triggered by HIE-CM to notify HIP/HRP about SMS notification

response. URL: {callbackURL}/api/v3/patients/sms/on-notify

Request: POST

Header Parameters:

Property
Name

Example Value

Required

Description

IAuthorization eyJhbGciOiJSUzUxMiJ9. ey)zdWIiOiJ2 Yes UWT Access token which was issued by
YXNhbnRoYWt1bWFyLmtlc2F2 IABDM session API after successful
YW5ACc2J4liwiY2xpZW50SWQiOiJzYngi validation of client id and secret
LCJzeXNOZWO0iOiJBQkhBLUEILCly
ZXF1ZXNOZXJJZCI6lIBIUi1XRUIiLCIwaHJ
Nb2JpbGUIOM51bGwsIimV4c
CI6MTY2NzI50DExNSwiaWFOIjoxNjY3Mj
kwOTE1LCJwaHIBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZ
XNhdmFuQHNieClsInR4bklkljoi
YJEWMGM4ZDMtNTE1ZCOOYWFiLTg10W
QtYzNIMTUwOTE3ZGY1In0

REQUEST-ID 18235d89-cb13-479d-ad71- ves Unique UUID for tracking the endto-end
7a57d5f669a8 request transaction

TIMESTAMP 2023 -03-09T07:07:41.793Z Yes The actual time when the request was

initiated, 1ISO Date time format represents
the date and time

X-HIP-ID IN2810014366 Yes

Identifier of the health information
provider to which the request was
intended

Body Parameters:

Property
Name

Example Value

Required

Description




requestld 18235d89-cb13- Yes Unique UUID for tracking the end-to-end request
479dad717a57d5f669a8 transaction
timestamp 2023 -03-09T07:07:41.7937| Yes The actual UTC time when the request was initiated,

ISO Date time format represents the date and time

status status": “SUCCESS ves Status of the
/hiecm/api/v3/link/patient/links/sms/notify2
API call.
error "error": { No The error code and message if the notify request is
failed.
"code": "ABDM-1024",
"message": "Dependent
service unavailable"
}
resp “resp”: { ves requestld from the
/hiecm/api/v3/link/patient/links/sms/notify2
“requestld”: “18235d89ch13- API call.

479d-ad717a57d5f6656a”

Request Body:

Request Body:

{
"requestld": "743ec386-670f-43a8-a3ed-44aa30fb15fb",
"timestamp": "2024-05-09T710:34:00.387Z",

"status": "SUCCESS",
"error": {
"code": "ABDM-1024",
"message": "Dependent service unavailable"

L

"resp": {
"requestld": "6f0b4665-a915-4c92-aa36-65afb4a2cd71"
P}

Response Body:
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Response

Code : 202 Accepted

Host
Date
Size

Time

Note

http:/iwebhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0cSf6/api/v3/patients/s x-b3-sampled
ms/on-notify

x-b3-spanid
14.143.232.1490 Whois Shodan Nelify Censys VirusTotal x-h3-traceid
08/09/2024 8:10:35 PM (a few seconds ago)
132 bytes x-envoy-peer-
0.000 sec metadata-id
62154ffb-e160-48ee-92f2-c0dbff446500 X-envoy-peer-
metadata

x-envoy-attempt-count

' Add Note
x-request-id
content-length
content-type
x-hip-id
timestamp
request-id
authorization
accept
user-agent
accept-encoding

host

Query strings Form values

(empty)

(empty)

Raw Content

{
1

"requestId": null,

"timestamp": null,
"status™: "ACKNOWLEDGED",
"error": null,

P c
Re2cdS5HrAfh/ani/vR /natientc/ema/an-nntify

5.User Initiated Linking

5.1 Overview

@

cdidded72f6ds42a
1508002edbb42631cd1dded72f6dg42a
1

sidecar~1@.233.109.2208~hiecm-hip-app-5d87bbobad-tpgls.abdm2
ChOKCKNMVVNURVIfSUQSDBOKS2VIZXIUZXR1cwogCgxITINUQUSDRVIIUFM. .

€2ed51de-dfed-454d-39ed-8719a7¢c51428
132

application/json

Mchan_HIP

2824-88-89714:49:35.5652
276fef21-9867-46de-bacs-bbacasdadcfe

Bearer eyJhbGci0ilSUzZIINIISINRSCCIZOIAISIdUIiwia2lkIiA6ICIR
ReactorNetty/1.0.24

gzip

webhook.site

Format JSON Word-Wrap Copy

User-initiated linking is the process in which Users/Patient search for their health

records from ABDM-compliant health facilities. Once health records are found,

users can link their health records with their ABHA address.

The user must have a Patient HIU (PHR App in the current scenario) via which the user
can start the discovery of health records and link the health records for future
reference.

Following are the steps involved in User initiated linking

User searches for a health facility that they have visited in the past.

The health facility must be a HIP (part of the facility registry) and linked with an HRP

for discovery to be supported

User makes a discovery request via Patient HIU (PHR App) —i.e., requests the HIP to

find any health records in their name
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* User shares his/her details through their PHR address. Details shared- Name, Date of
birth, Gender, verified mobile no. with the HIP / HRP

* The HRP/HIP is expected to search its database for any records that match this

patient.
* If there is a match, the HRP/HIP returns with the Care Context details for the records

available
* If there is no match, the HRP/HIP returns an error
* The User can now request to link the records (care contexts) with their PHR address
* The HRP/HIP will perform the validation by sending an OTP to the registered mobile.

* |f the authentication succeeds, the care contexts are linked to the PHR address

5.2 Sequence Diagram

PHIU Application ABDM Gateway HIP Service

POST
(apihiscmiuser-initiated-linking/vi H
Ipatient/care-context/discover M

FOST
{callback url}iapifv3hip/patient/care-context/discover

P
: 4

return

POST
r fapifhiecm/usar-initiated-linking/va
patient/care-context/on-discover

Y

POST
{rallback_url}apitv3ihiu/patient'care-contextion-discover

[

ABDM - HIE-CM - Discover Sequence Diagram
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PHIU Application ABDM Gateway HIF Service
Actor ,
POST ' |
‘api'hiecmiuser-initated-linking/v3 — i
link/care-context/init !
return H
_________________________________________ POST I
{eallback_urlyapivaihip/link/care-contextinit
retum
' FOST
r {apihiecmiuser-initiated-linking/va
link/care-contextlon-init
return
____________________________________________ ‘
POST
{callback_wurl}/apifvahiufpatient'care-contextion-init
return
________________________________________________________________ }
ABEDM - HIE-CM - Link Init Sequence Diagram
PHIU Application ABDM Gateway HIP Service
Actor ,
POST : :
‘api'hiecmiuser-initiated-linking/v3 — |
link/care-comtext/confirm !
retumn H
_________________________________________ POST ]
fcallback_wrlfapiv3hipllink/care-contexticonfirm
»
return
' POST
| /api‘hiecmiusar-initiated-linking/w3
linkicare-contestion-confirm
return
____________________________________________ ,
POST
{callback_urd}apivaihiv/patient/care-contextion-confirm
return
________________________________________________________________ >

ABDM - HIE-CM - Link Confirm Sequence Diagram
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5.3List of APIs

5.3.1 Patient Health record discovery

This APl will be invoked by the patient/user from the PHR application to HIECM to
discover his/her health records.

URL: /api/hiecm/user-initiated-linking/v3/patient/care-context/discover
Request: POST Header Parameters:

Property Example Value Required Description
Name
IAuthorization eyJhbGciOilSUzUxMiJ9. eylzdWIiOiJ2 Yes JWT Access token which was issued by
YXNhbnRoYW1t1bWFyLmtlc2F2 IABDM session API after successful
YW5ACc2J4liwiY2xpZW50SWQiOiJzYngi \validation of client id and secret
LCJzeXNOZWO0iOiJBQkhBLUEILCly
ZXF1ZXNOZXJJZCI61IBIUi1XRUIiLCIwaH)
Nb2JpbGUIOM51bGwsimVac
CIEMTY2NzI50DExNSwiaWFOIjoxNjY3Mj
kwOTE1LCJwaHJBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZ
XNhdmFuQHNieClsInR4bklkljoi
YJEWMGM4ZDMtNTE1ZCOOYWFiLTg10W
QtYzNIMTUwOTE3ZGY1In0
REQUEST-ID 18235089-cb13-479d-ad71- ves Unique UUID for tracking the end-toend
7a57d5f669a8 request transaction
TIMESTAMP 2023 -03-09T07:07:41.793Z Yes The actual time when the request was
initiated, 1ISO Date time format
represents the date and time
X-AUTH-TOKEN  [eyJhbGciOiJSUzUxMiJ9.eylzdWIiOiJ2 o _
YXNhbnRoYWt1bWFyLmtlc2F2 %WT Authentication token which was
issued by ABDM after
successful validation of username and
password
X-CM-ID sbx Yes Suffix of the consent manager to which
the request was intended
X-HIU-ID HIU_ID Yes Identifier of the health information user
to which the request was intended
Body Parameters:
Property Name ‘ Example Value Required Description
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hipld

"type": "ABHA_ADDRESS",

ABDM_HIP Yes Identifier of the health information
provider to which the request was intended
unverifiedldentifiers { Yes Identifiers using which the HIP will search

the patient information in their records.

"value": "shaik. XXXX@sbx"

Request Body:

Request Body
{

"hipld": "ABDM_HIP",
"unverifiedldentifiers": [
{
"type": "ABHA_ADDRESS",
"value": "shaik XXXX@sbx"
Pl

Response Body:

Response

Code: 202 Accepted

Error scenarios:

Scenarios Headers/Body Message

To verify when [ Access Denied

Request ID is Blank, { Code : 403 Forbidden
null or empty in "key": "REQUEST-ID",
header "value": "",
"type": "text"
Pl
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To verify
when

invalid RequestID is

pass in header

"key": "REQUEST-ID",
"value": "{{Squid}}zxzzxs",

"code": "ABDM-1030: ",

"message": "Invalid reque st ID"

}

"type": "text"
Pl
Code: 400Bad Request
When Timestamp Access Denied
is Blank, null or { Code : 403 Forbidden
empty in header. "key": "TIMESTAMP",
"value": "",
"type": "text"
Pl
When invalid {
Timestamp is pass in { "code": "ABDM-1016: ",

header

"key": "TIMESTAMP",

"message": "Invalid Times

"value": "{{SisoTimestamp}}jhgftytgtyu", tamp"
"type": "text" }
Pl
Code - 400Bad Request
When X-HIP-ID is
Blank, null or { )
empty in header. "key": "X-HIP-ID", Access Denied
"value": ", Code : 403 Forbidden
"type": "text"
Pl
When X-CM-ID Access Denied
is Invalid, Blank, null {
or empty in header. "key": "X-CM-ID", Code : 403 Forbidden

"value": "sbxdvdfvdf",

"type": "text"
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When X-Auth- [ {
TOKEN is Invalid in { ""code"": ""ABDM-1066: "",
header. "key": "X-LINK-TOKEN", ""message"": ""Invalid JWT
"value": "hghhjjkhjkbkjbjkbkjbnkjbk", token""
"type": "text" }
Pl
Code - 400Bad Request"
Verify when HIP is { {
null, blank or invalid "hip": { "code": "ABDM-9999: ",
in the body tid": "message": "HIP ID is mandatory"
b }
"unverifiedldentifiers": [
{
"type": "MR",
"value": "69128688344"
}
1}

When X-HIU-ID and
the hipld in the
payload is same.

{
""code"": ""ABDM-1031

L
. ’

n

message"": HIP and HIU
cannot be same""

}

Code - 400Bad Request"

When  duplicate
request payload is
sent.

{
"code": "ABDM-1103: ",
""message"": “Duplicate
Discovery request”

}

Code - 400Bad Request"

5.3.2 HIE-CM callback to HIP - Discovery

This is a callback APl invoked by HIE-CM to let the HIP know about the discovery

request raised by the patient using HIE-CM’s discovery.

URL: {callback_url}/api/v3/hip/patient/care-context/discover

Request: POST

Header Parameters:
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Property Example Value Required Description

Name

REQUEST-ID 18235d89-cb13-479d-ad71-7a57d5f669a8 Yes Unique UUID for
tracking the endto-end
request transaction

TIMESTAMP 2022-10-06T10:10:00.587Z Yes The actual time when
the request was
initiated, ISO Date time
format represents the
date and time

X-HIP-1D HIP_ID Yes Identifier of the health
information provided to
which the request was
intended

Body Parameters:

transactionld 03813343-ebc5-4c9f- Yes Transaction Id i$ required to identify the 89b6-6e9a75fd7¢92
unique transaction for usgr-initiated
care context linking. This chains all the steps to
link care contexts. Transaction Id will be returned
after a successful discovery request to HIP by thg
patient.

patient - Yes A list of records of the patient that were

found as a result of the identifiers that the patier]
had provided.

d 9162484106XXXX@shbx Yes ABHA [Address of the patipnt verifiedldentifiers - Yes

Identification details of the patient like

the Mabile numher and Abhha Numher

unverifiedldentifiers- Yes The identification details provided by
the patient in Discover APl hody

Name User 1 Yes Name ¢f the patient Gender M Yes Gender of the user

yﬁrOfBirth XXXX Yes Year of Birth of the patient

Request Body:

-+

{
"transactionld": "03813343-ebc5-4c9f-89b6-6€9a75fd7c92",
"patient": {

"id": "9167 @sbx",
"verifiedldentifiers": [
{
"type": "MOBILE",
"value": "987654XXXX"
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}I

"type": "ABHA_NUMBER",
"value": "916248419XXXX"

]l
"unverifiedldentifiers": [
{
”type": IIMRII’
"value": "987654XXXX"

]l

"name": "User 1",
llgenderll: IIMII'
"yearOfBirth": XXXX

http:/iwebhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0cSf6/api/v3/hip/pati..

14.143.232.140 Whois Shodan Netify Censys VirusTotal
08/09/2024 11:07:20 PM (5 minutes ago)

368 bytes

0.000 sec

Td7eTed5-3b97-40bc-acbd-e40f1a44614f

# Add Note

Query strings

(empty)
Raw Content
{
"transactionId": "alc8f54e-4eab-4369-9cd9-aleb8e85724f",
"patient™: {
"id": “"vignesh_1992@sbx",

"verifiedIdentifiers": [

5

x-b3-sampled
x-b3-parentspanid
x-b3-spanid
x-b3-traceid
x-envoy-attempt-count

X-envoy-peer-
metadata-id

X-envoy-peer-
metadata

x-request-id
content-length
content-type
x-hip-id
authorization
timestamp
request-id
accept
user-agent
host

Form values

empty)

e
7dec63432b589615

2584cf16cledibfe

d6326875836e9cfab322250bSefbe3se

1

sidecar~1@.233.93.7e~abdm-hiecm-user-initiated-linking-api-...

ChoKCKNMVVNURVI fSUQSDBOKS3VIZXIUZXR1cwoeCgxITINUQUSDRVIIUFM. ..

d3e25fe5-198F-4398-3474-99fadabagsse

368
application/json

Mohan_HIP

Bearer eyJhbGciOilSUZIINIISINRSCCIgOiAiS1dUTiwia2lkIIAGICIB..

2824-088-99T17:37:20.621Z

431bfcef-5f13-4252-8afc-9d32539637¢e

s
ReactorNetty/1.0.24

webhook. site

5.3.3 HMIS/LMIS response on health record discover

Format JSON

Word-Wrap Copy

This APl will be invoked by the HMIS/LIMS application for sharing the response of
discover request.

URL: /api/hiecm/user-initiated-linking/v3/patient/care-context/on-discover
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Request: POST

Header Parameters:

Property Example Value Required Description
Name
IAuthorization  |eyJhbGciOilSUzUxMilJ9. eylzdWIiOiJ2YXNhbnRoY Yes UWT Access token which was
Wt1bWFyLmtlc2F2YW5Ac2)4liwiY2xpZW50SWQiOi issued by ABDM session API
1zYngiLCJzeXNOZWO0iOiJBQkhBLUEILCJyZXF1ZXNOZ after successful validation of
XJJZCI61IBIUiIXRUIILCIJwaHINb2)pbGUIOM51bGw client id and secret

sImV4cCI6MTY2NzI50DExNSwiaWFOljoxNjY3Mjkw
OTE1LCJwaHJBZGRyZXNzljoidmFzYW50aGFrdW1h
ci5rZXNhdmFuQHNieClsInR4bklkljoiYJEwMGM4ZD
MtNTE1ZCOOYWFiLTg10WQtYzNIMTUwWOTE3ZGY1In0O

REQUEST-ID 18235d89-cb13-479d-ad71-7a57d5f669a8 Yes Unique UUID for tracking
the end-toend request
transaction

TIMESTAMP 2022-10-06T10:10:00.5872 Yes The actual time when the

request was initiated, ISO
Date time format represents
the date and time

X-CM-ID sbx Yes Suffix of the consent
manager to which the
request was intended

Body Parameters:

Property Example Value Required Description
Name
transactionld f901b782-bfdf-4224- Yes Transaction Id is required to identify the unique
9f8d-da2cadc20c0d transaction for user-initiated care context linking.

This chains all the steps to link care contexts.
Transaction Id will be returned after a successful
discovery request to HIP by the patient.

tient - Optional . .
pa P A list of records of the patient that were found as a
result of the identifiers that the patient had
provided.
referenceNumber example01 ves Reference number of the patient details
careContexts - Yes

List of care contexts linked at the HIP end for the
identified patient.
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hiType PRESCRIPTION ves

HiType of the patient details

count ! ves The count of care contexts that are found for the
patient in scope
requestld 2c17a46b-d28e- Yes Request ID sent by the patient in the discovery API
4a60a7cffe77163ae93c call. This request ID will be used to match the flow
of linking care contexts for a patient
Error { Optional IThe error should be included if no details are found

"code": "ABDM-1010",
"message": "Patient not

for the patient at HIP for the given patient
identifiers. The error should contain ABDM

found" standard code and message to indicate the reason
} properly.
matchedBy MR ves How the records are matched

Request Body

Success Scenario:

{
"transactionld": "66446ece-396b-4f22-ala6-756196fdffc9",
"patient": [
{
"referenceNumber": "example01",
"display": "abcd-display",
"careContexts": [
{
"referenceNumber": "abcd",
"display": "123-display"
}
1
"hiType": "PRESCRIPTION",

"count": 1
}

]I
"matchedBy": [

IIMRII
]I
"response": {

"requestld": "2c17a46b-d28e-4a60-a7cf-fe77163ae93c"
P}

Failure Scenario:

69




"error": {
"code": "ABDM-1010",
"message": "Patient not found"

}I

"response": {

b

"transactionld": "66446ece-396b-4f22-ala6-756196fdffc9",

"requestld": "2c17a46b-d28e-4a60-a7cf-fe77163ae93c"

Response:

Code: 202 Accepted

Error Scenarios:

Scenarios Headers/Body ‘ Message
[
{
"key": "REQUEST-ID",
To verify when Request ID is Blank, “value": ", Access Denied
null or empty in header "type": "text" Code : 403 Forbidden
}
]
To verify when invalid [ {
Request-ID is pass in header { "code": "ABDM-1030: ",

"key": "REQUEST-ID",
"value": "{{Squid}}zxzzxs",

"message": "Invalid request | D"

}

"type": "text" Code: 400Bad Request
}
]
When Timestamp is Blank, null or [ Access Denied
empty in header. { Code :403 Forbidden
"key": "TIMESTAMP",
"value": "",
"type": "text"
}
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When invalid Timestamp is pass in
header

[

{
"key": "TIMESTAMP",

"code": "ABDM-1016: ",
"message": "Invalid Timesta mp"

"value": "{{SisoTimestamp} }
Jihgftytgtyu", Code  -400Bad Request
"type": "text"
}
]
When X-CM-ID is Invalid, Blank, null or | [ Access Denied
empty in header. { Code :403 Forbidden
"key": "X-CM-ID",
"value": "sbxdvdfvdf",
"type": "text"
}

Verify when transaction id is invalid,
null or blank

"transactionld": "776a9becab12-
42bc-9ae9c63blae5Sbce2",

"patient": [
{
"referenceNumber": "ST1",
"display”: ",
"careContexts": [
{
"referenceNumber": "S T2",
"display": "ST2"
}
]I
"hiType": "PRESCRIPTION",
"count": 1
}
1
"matchedBy": [
|IMRI|
]I
"response": {

"requestld": "6f37ddf8-62df-
4 afe-bc25-599789c90558"

"code": "ABDM-9999: ",
"message": "Invalid Transaction ID /
Transaction expired."
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Verify message when HI types is
passed as incorrect

"transactionld": "776a9becab12-
42bc-9ae9c63blaeSbce2",

"patient": [
{
"referenceNumber": "ST1",
"dISpIay": I|I|I
"careContexts": [
{
"referenceNumber": "S T2",
"display": "ST2"
}
]l
"hiType": "PRESCRIPTION",
"count": 1
}
1
"matchedBy": [
"MR"
]I
"response": {

"requestld": "6f37ddf8-
62df4afebc25-599789c90558"

"code": "ABDM-9999: ",
"message": "Invalid HIType, it must
be in PRESCRIPTION, DIAGNOSTI
CREPORT,
OPCONSULTATION, DISCHARGES
UMMARY,
IMMUNIZATIONRECORD, HEALTH

DOCUMENTRECORD, WELLNESSR
ECORD"

}
400 Bad Request

Verify message when careconexts is
blank, null

"transactionld": "776a9becab12-
42bc-9ae9c63blae5hbce2”,

"patient": [
{
"referenceNumber": "ST1",
"display": ",
"careContexts": [
{
"referenceNumber": "S T2",
"display": "ST2"
}
]I
"hiType": "PRESCRIPTION",
"count": 1
}
1
"matchedBy": [
"MR"
1
"response": {

"requestld": "6f37ddf8-62df-
4 afe-bc25-599789¢90558"

"code": "ABDM-9999: ",
"message": "Invalid Care
Contexts count, must range be tween
1 to 20"
}
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Verify if the requestld is a valid id from {

the discovery request. "code": "ABDM-1015: ",
"message": "Invalid

Response"

}

Verify if it is a duplicate request {

"code": "ABDM-1106: ",
"message": "Duplicate On discovery
request”

1
Code: 400Bad Request
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Verify if the count and the no of care
contexts matches in the payload.

"transactionld": "776a9becab12-
42bc-9ae9c63blaeSbce2",

"patient": [
{
"referenceNumber": "ST1",
|Idisp|ay|l: I|I|’
"careContexts": [
{
"referenceNumber":"S T2",
"display": "ST2"
}
1
"hiType": "PRESCRIPTION",
"count": 2
}
]l
"matchedBy": [
"MR"
]I
"response": {

"requestld": "6f37ddf8-
62df4afebc25-599789c90558"

{
"code": "ABDM-1059: ",
"message": "Invalid Care
Contexts count”

}

5.3.4 HIE-CM callback on Health record discover
This API will be invoked by the HIE-CM for sharing the response of health record

discover.

URL: {callback_url}/api/v3/hiu/patient/care-context/on-discover

Request: POST
Header Parameters:

Property Name Example Value Required Description
REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for tracking the
7a57d5f669a8 endto-end request transaction

ITIMESTAMP 2022-10-06T10:10:00.587Z Yes The actual time when the request
was initiated, ISO Date time format
represents the date and time

X-CM-ID sbx Yes Identifier of the health information
user to which the request was
intended
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Body Parameters:

Property Name

Example Value

Required

Description

transactionld f901b782bfdf4224- |Yes Transaction Id is required to identify the unique
9f8dda2cadc20c0d transaction for user-initiated care context linking.
This chains all the steps to link care contexts.
Transaction Id will be returned after a successful
discovery request to HIP by the patient.
i - Y
patient s A list of records of the patient that were found as a
result of the identifiers that the patient had
provided.
referenceNumber example01 ves Reference number of the patient details
careContexts ) ves List of care contexts linked at the HIP end for the
identified patient.
hiType PRESCRIPTION ves HiType of the patient details
Count ! ves The count of care contexts that are found for the
patient in scope
createdAt 2023-06- Yes The time at which the on discover API is invoked
13T08:05:43.030Z
requestld 489525223a3f- Yes Request ID s<?nt by in on-discover API call. ThI.S .
request ID will be used to match the flow of linking
4d39- care contexts for a patient
98b5-
477afb1865f6

Request Body:

Request Body:

{

"transactionld": "0d36501c-551a-4bb5-b247-eec4bb42984b",

example01",

"referenceNumber": "abcd",

"createdAt": "2023-06-13T08:05:43.030Z",

"requestld": "d89525a2-3a3f-4d39-98b5-477afb1865f6"

"patient": [
{
"referenceNumber
"display": "abcd-display",
"careContexts": [
{
"display": "123-display"
1
1
"hiType": "PRESCRIPTION",
"count": 1
}
1
"response": {
1
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Response:

Response

http. -4545-8eb?2-d8c2d5f apifv3/hiu/pati %-b3-sampled [}
Host 14.143.232.140 Whois Shodan Netify Censys VirusTotal x-b3-parentspanid 98bdee465d83aa3s
Date 08/09/2024 11:08:44 PM (14 minutes ago) x-b3-spanid 669534b437628ee5
Size 392 bytes x-b3-traceid d56b5649927d26278d13F9ac32e83e38
Time 0.001 sec x-envoy-attempt-count 1
ID eb49c749-56ac-4626-9ea6-e7b435ce2648 X-envoy-peer- sidecar~18.233.85.12~abdm-hiecm-user-initiated-linking-api-
Note # Add Note metadata;id
X-envoy-peer- ChoKCKNMVVNURVIFSUQSDBOKS3 JUZXR1CwoeCgXITINUQUSDRVIIUFM
metadata
x-request-id 82c23439-883f-457¢c-3830-f59e8a73f91a
content-length 392
content-type application/json
x-hiu-id Mohan_HIU
authorization Bearer eyJhbGciOilSUzIINIISINRSCCIgOiAIS1dUIiwia2lkIiAGICIE
timestamp 2024-08-09T17:38:42.499Z
request-id 26403905-717¢-4358-bc2d-dbd225c8eb3f
accept
user-agent ReactornNetty/1.e.24
host webhook.site
Query strings Form values
{empty) (empty)
Raw Content Format JSON & word-Wrap

"transactionId”: "alc8fS4e-4eab-4369-9cd9-apPb8085724F",
“patient™: [
I
L
"referenceNumber": "vignesh_1992@sbx",
"display": "88f54blb-296f-4b62-9f50-b789229f2103",

Error response:

10UTiw1a21KT1ASTCIBDF IINVADDTHUBT!

Query strings Form values

“ Request Content

Raw Content # Format JSON ¥ Word-Wrap

5.3.5 Patient health record link init
This APl will be invoked by the patient to link his/her health records.

URL: /api/hiecm/user-initiated-linking/v3/link/care-context/init
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Request: POST
Header Parameters:

Property
Name

Example Value

Required

Description

Authorizatio  |eyJhbGciOiJSUzUxMiJ9. eyJzdWIiOiJ2YX Yes JWT Access token which was issued by
n NhbnRoYWt1bWFyLmtlc2F2YW5Ac2J4li ABDM session API after successful
wiY2xpZW50SWQiOiJzYngiLClzeXNOZW validation of client id and secret
0i0iJBQkhBLUEILClyZXF1ZXNOZXJJZCI6lI
BIUi1XRUIiLCJwaHINb2JpbGUIiOM51bGw
sImV4cCI6MTY2NzI50DExNSwiaWFOljox
NjY3MjkwOTE1LC)waHIBZGRyZXNzljoid
mFzYW50aGFrdW1hci5rZXNhdmFuQHNi
eClsInR4bklkljoiYJEwWMGMA4ZDMtNTE1ZCO
OYWFiLTg10WQtYzNIMTUwWOTE3ZGY1In0
REQUESTID 1 8535489-cb13-479d-ad71- ves Unique UUID for track the end-toend
7a57d5f669a8 request transaction
TIMESTAMP  |2022-10-06T10:10:00.587Z Yes . -
Actual time when request was initiated,
ISO Date time format represents date and
time
X-AUTHTOKEN [eyJhbGciOiJSUzUxMi)9.ey)JzdWIiOi)2 JWT Authentication token which was
YXNhbnRoYWt1bWFyLmtlc2F2 issued by ABDM after successful
validation of username and password
X-HIU-ID HIU_ID Yes Identifier of the health information user
by which the request was initiated
X-CM-ID sbx Yes Suffix of the consent manager to which

the request was intended

Body Parameters:

Property Name

Example Value

Required

Description

transactionld

f901b782bfdf4224-|Yes
9f8dda2cadc20c0d

Transaction Id is required to identify the unique
transaction for user-initiated care context linking. This
chains all the steps to link care contexts. Transaction Id
will be returned after successful discovery request to
HIP by the patient.

abhaAddress

user_123@shx

The abha address of the patient
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patient - Yes A list of records of the patient that were found as a
result of the identifiers that the patient had provided.

referenceNumber example01 ves Reference number of the patient details
careContexts ] ves List of care contexts linked at the HIP end for the
identified patient.
hiType Yes . . .
PRESCRIPTION HiType of the patient details
Count 1 Yes

IThe count of care contexts that are found for the
patient in scope

Request Body:

Request Body:

i
"transactionld": "66446ece-396b-4f22-ala6-756196fdffc9",

"abhaAddress": "user_123@sbx",
"patient": [
{
"referenceNumber": "example01",
"careContexts": [

{
"referenceNumber": "123"
}
]I
"hiType": "PRESCRIPTION",
"count": 1
Pl
}
Response:

Code : 202 Accepted

Error scenarios:

Scenarios Headers/Body Message
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\Verify when
transaction id is

"transactionld": "",
"error": {

"code": "ABDM-9999: ",

when count s
incorrect

ab1242bc9ae9c63blae5hbce2",
"patient": [
{
"referenceNumber": "Testing defect",
"careContexts": [
{
"referenceNumber": "1234",
"display": "12"
H,
"hiType": "PRESCRIPTION",

"count": 0 }

"message" : "Invalid Transaction ID"

invalid, null or "code": "ABDM-1010",
blank "message": "test"

I3

"response": {

"requestld": "926cadad-

aef54937a26cc2b529464566"

}
Verify message | "transactionld": "776a9bec- "{

"code": "ABDM-1059: ",
"message": "Invalid Care Contexts count"

}u

To verify when
Request ID is
Blank, null or
empty in header

"key": "REQUEST-ID",

Access Denied
Code : 403 Forbidden

'value": "",
"type": "text"
Pl
To verify when [ {
invalid RequestID { "code": "ABDM-1030: ",
is pass in header "key": "REQUEST-ID", "message": "Invalid request ID"
"value": "{{Sguid}}zxzzxs", }

"type": ntextn
Pl

Code: 400Bad Request
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When

[

/Access Denied

Timestamp { Code : 403 Forbidden
is Blank, null or "key": "TIMESTAMP",
empty in header. "value": "",
"type": "text"
Pl
When invalid [ {
Timestamp is { "code": "ABDM-1016: ",
pass in header "key": "TIMESTAMP", "message": "Invalid Timestamp"
"value": "{{SisoTimestamp}}jhgftytgtyu", }
"type": "text" Code -400Bad Request
Pl
When X-CM- [ Access Denied
ID is Invalid, { Code :403 Forbidden
Blank, null or "key": "X-CM-ID",
empty in header. "value": "sbxdvdfvdf",
"type": "text"
Pl
When X-HIU- [ Access Denied
ID is Blank, null or] ~ { Code : 403 Forbidden
empty in header. "key": "X-HIU-ID",
"value": "",
"type": "text"
Pl
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When
XAUTHTOKEN
is Invalid, Blank,
null or empty in
header.

[

{
llkeyﬂ: |IX_CM_IDI|I
"value": "sbxdvdfvdf",
"type": "teXt"

Pl

{
"code": "ABDM-1065: ",

"message": "Invalid X Auth token"

}

When the
careContexts is

"transactionld": "776a9bec-
ab1242bc9ae9c63blae5bce2",

{
"code": "ABDM-1057: ",

link/init is called
after discovery
request expired.

null or empty. "patient": [ "message": "Invalid Care
{ Contexts"
"referenceNumber": "Testing defect", }
"careContexts": [],
"hiType": "PRESCRIPTION",
"count": 0 }
When {

"code": "ABDM-1086: ",
"message": "Invalid Transaction ID
/ Transaction expired."

}

5.3.6 HIE-CM callback on health record link init

This APl will be invoked by the HIE-CM to initiate the linking of patient health records to
HIP.

URL: {callback_url}/api/v3/hip/link/care-context/init
Request: POST
Header Parameters:

Property Name Example Value

Required

Description

REQUEST-ID 18235d89-cb13-479dad71-  |Yes

7a57d5f669a8 Unique UUID for tracking the

end-to-end request
transaction
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BQkhBLUEILCJyZXF1ZXN0OZ
XJJZCI61IBIUiIXRUIiLCIwa
HINb2JpbGUiOM51bGws
ImV4cCI6EMTY2NzISODEX
NSwiaWFOljoxNjY3MjkwO
TE1LCJwaHJBZGRyZXNzljo
idmFzYW50aGFrdW1hci5
rZXNhdmFuQHNieClsInR
4bklkljoiYJEWMGM4ZDMt

TIMESTAMP 2022-10- Yes The actual time when the
06T10:10:00.587Z request was initiated, ISO
Date time format represents
the date and time
X-HIP-1D IN2810014366 Yes Identifier of the health
information provider to which
the request was intended
Authorization eyJhbGciOiJSUzUxMiJ9. Yes JWT Access token which was
eyJzdWIiOiJ2YXNhbnRoY issued by ABDM session API
Wt1bWFyLmtlc2F2YWS5AC after successful validation of
2J41iwiY2xpZW50SWQiOi client id and secret
JzYngiLClzeXNOZWO0iOiJ

NTE1ZCOOYWFiLTglOWQtY
zNIMTUWOTE3ZGY1InO

Body Parameters:

Property Name

transactionld

Example Value

f901b782-bfdf-4224- Yes
9f8d-da2cadc20c0d

Required

Description

Transaction Id is required to identify the unique
transaction for user-initiated care context linking.
This chains all the steps to link care contexts.
Transaction Id will be returned after a successful
discovery request to HIP by the patient.

abhaAddress 9162484106XXXX@sbx IABHA addresses which the linking of care
contexts should be initiated by the HIP.
tient - Y
patien e A list of records of the patient that were found as
a result of the identifiers that the patient had
provided.
referenceNumber example01 ves Reference number of the patient details
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careContexts i ves List of care contexts linked at the HIP end for the
identified patient.

hiType PRESCRIPTION ves HiType of the patient details

Count 1 ves The count of care contexts that are found for the

patient in scope

Request Body:

Request Body

{
"transactionld": "5042908f-dac4-43dd-99b9-9b5bedad32ea",

"abhaAddress": "9162484106XXXX@abdm",
"patient": [
{
"referenceNumber": "example01",
"careContexts": [

{
"referenceNumber": "123"
}

]!
"hiType": "PRESCRIPTION",

"count": 1

Response:

Response
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x-b3-sampled 8

x-b3-parentspanid a3712esaleffccds
Host ERIEEINe Wk |, Hetty x-b3-spanid 180c21b2d3e87931
Date 08/09/2024 11:09:33 PM (13 minutes ago) x-b3-traceid 820f822205bd50e5036F 18475690651
Size 250 bytes x-envoy-attempt-count 1
Time 0.000 sec X-envoy-peer- sidecar~10.233.93.7e~abdm-hiecm-user-initiated-linking-api-
ID 12efd017-251a-4428-b8ef-b70adc1ab75 metadata-id
Note #' Add Note X-envoy-peer- ChoKCKNMVVNURVIfSUQSDBOKS3ViZXIUZXR1CW0ECEXITINUQUSDRV!
metadata
x-request-id aecsseb3-d3 530-20a1765f5468
content-length 250
content-type application/json
x-hip-id Mohan_HIP
authorization Bearer eyJhbGciOiJSUZIINIISINRScCIgOiAiSlduIiwia2lk:
timestamp 2024-88-99T17:39:33.102Z
request-id 9bsfed18-9122-488d-b6ce-b2c5ba73ef7a
accept s/
user-agent ReactorNetty/1.8.24
host webhook.site
Query strings Form values
(empty) (empty)
Raw Content Format JSON Word-Wrap Copy
{

"transactionId": "alc8f54e-4eab-4369-9cd9-aeeb80857241",
"abhaAddress”
“patient": [

E
1

: "vignesh_1992@sbx",
"referenceNumber”: "vignesh_1992@sbx",

Error Response : (Already linked care context )

v Request Details & Headers

xb3-parentspanid
xb3-spanid

request-id
accept
h

Query strings Form values

v Request Content

Raw Content ¥ Format JSON ¥ word-wrap

ransactionTd”

rro

linked™

5.3.7 HMIS/LMIS response on health record link

This API will be invoked by the HMIS/LMIS to share the response of link init API

(referenceNumber will be generated by HIP and this will used in the confirm API)

URL: /api/hiecm/user-initiated-linking/v3/link/care-context/on-init
Request: POST

Header

Parameters:
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Property Example Value Required Description
Name
IAuthorization eyJhbGciOiJSUzUxMiJ9. eylzdWIiOiJ2YXNhb Yes JWT Access token which was
nRoYWt1bWFyLmtlc2F2YWS5Ac2J)4liwiY2xpZW issued by ABDM session API after
50SWQi0iJzYngiLClzeXNOZWO0iOiJBQkhBLUEi successful
LCIyZXF1ZXNOZXJJZCI6IIBIUiIXRUIIiLCIJwaHIN
. validation of client id and secret
b2JpbGUIOM51bGwsImV4cCI6MTY2NzISODE
XNSwiaWFOljoxNjY3MjkwOTE1LCJwaHIBZGRy
ZXNzljoidmFzYW50aGFrdW1hci5rZXNhdmFu
QHNieClsInR4bklkljoiYJEWMGM4ZDMtNTE1ZCO
0OYWFiLTg10WQtYzNIMTUwWOTE3ZGY1In0
REQUEST-ID 18235d89-cb13-479d-ad71-7a57d5f669a8 Yes Unique UUID for track the end to
end request transaction
TIMESTAMP 2022-10-06T10:10:00.5872 Yes Actual time when request was
initiated, ISO Date time format
represents date and time
X-CM-ID sbx Yes Suffix of the consent manager to
which the request was intended

Body Parameters:

Property
Name

Example Value

Required

Description

transactionld

f901b782-bfdf-4224-9f8d-da2cadc20c0d

Yes

Transaction Id is required to identify the
unique transaction for user initiated
care context linking. This chains all the
steps to link care contexts.Transaction Id
will be returned after successful
discovery request to HIP by the patient.

Link

"referenceNumber": "3336268d-89a34c84-

8674-aef42092d9fc",
"authenticationType": "MEDIATE",
"meta": {
"communicationMedium": "MOBILE",
"communicationHint": "OTP",
"communicationExpiry": "2023-

1230T12:01:55.324Z"
}

Yes

The details of the link using which the
records has to be linked to the patient’s
IABHA account. It will contain details like
the referenceNumber,
authenticationType and the meta details

of the link
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requestld 2b835afb-0c97-4ce7-9dd9ef58ee98a326 Yes Request ID sent in init API call. This
request ID will be used to match the
flow of linking care contexts for a
patient

Request Body:

Request Body:

{
"transactionld": "66446ece-396b-4f22-ala6-756196fdffc9",

"link": {
"referenceNumber": "3336268d-89a3-4c84-8674-aef42092d9fc",
"authenticationType": " MEDIATE",
"meta": {
"communicationMedium": "MOBILE",
"communicationHint": "OTP",
"communicationExpiry": "2023-12-30712:01:55.3242"
}
b
"response": {
"requestld": "2b835afb-0c97-4ce7-9dd9-ef58ee98a326"
}

Response:

Code : 202 Accepted

Error scenarios:

Scenarios Headers/Body Message

86



Verify when transaction id
is invalid, null or blank

{
"transactionld": "",
"link": {
"referenceNumber": "Testing defe ct",
"authenticationType": " MEDIATE",
"meta": {
"communicationMedium": "MO
BILE",

"communicationHint": "OTP",
"communicationExpiry": "202306-
31T12:33:37.603Z"

}
b
"response": {
"requestld": "3a95d49d-c06b46cf-99b4-
695ec53316e2"
}

“Code”: " ABDM-9999: ",
“message”: "Invalid Transaction
Id."

Verify message when
communication

expiry date is invalid or null

"{

transactionld"": """,
k"™ {

referenceNumber"": ""Testing defe ct"",
""authenticationType"": ""DIRECT"",

meta"": {
""communicationMedium"": ""MO
BILE"",

""communicationHint"": ""OTP"",
communicationExpiry"": ""2023-
06-31T12: 33:37.6032""

}

L

response"": {

""requestld"": ""3a95d49d-c06b46cf-99b4-
695ec53316e2""

}

3

"code": "ABDM-9999: ",

"message": "Invalid communica tion
expiry date."
}
400 Bad Request
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Verify message when
request ID is invalid or null

B
""transactionld"": """",
"link™": {
""referenceNumber"": ""Testing defe ct"",
""authenticationType"": "" MEDIATE"",
""meta"": {
""communicationMedium"": ""MO
BILE"",
""communicationHint"": ""OTP"",
""communicationExpiry"": ""2023-
06-31T12: 33: 37.603Z2""
}
b

""response"": {
""requestld"": ""3a95d49d-c06b46cf-99b4-

695ec53316e2""

"code": "ABDM-9999: ",
"message": "Invalid request ID"

}
400 Bad Request

} }I|
When the { {
referenceNumber is null or "transactionld": "", "code": "ABDM-9999: ",
empty. "link": { "message": "Invalid reference number."
"referenceNumber": ", }

"authenticationType": " MEDIATE",
"meta": {
"communicationMedium": "MOBIL
E",
"communicationHint": "OTP",
"communicationExpiry": "2023-
06-31T12: 33: 37.603Z"
}

2
"response": {

"requestld”: "3a95d49d-c06b46cf-99b4-
695ec53316e2"

}
}
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When the { {
authenticationTypeis null "transactionld": "", "code": "ABDM-9999: ", "message":
or empty. "link": { “Invalid authentication type”
"referenceNumber": “12345", }
"authenticationType": "",
"meta": {
"communicationMedium": "MOBIL
E",
"communicationHint": "OTP",
"communicationExpiry": "2023-
06-31T12: 33: 37.6032"
}
b
"response": {
"requestld”: "3a95d49d-c06b46cf-99b4-
695ec53316e2"
}
}
When the { {

communicationMedi um is
null or empty.

"transactionld": "3a95d49d-c06b46cf-99b4-

695ec53316e2",
"link": {

"referenceNumber": “12345",

"authenticationType": "",

"meta": {
"communicationMedium": "",
"communicationHint": "OTP",
"communicationExpiry": "2023-

06-31T12: 33: 37.6032"

}

12
"response": {

"requestld”: "3a95d49d-c06b46cf-99b4-

695ec53316e2"

}
}

"code": "ABDM-9999: ",
"message": “Invalid
communication medium”

}
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When the
communicationHint is null
or empty.

{

"transactionld": "3a95d49d-c06b46cf-99b4-

695ec53316e2",
"link": {
"referenceNumber": “12345",
"authenticationType": "",
"meta": {
"communicationMedium": "DIREC
T,
"communicationHint": "",
"communicationExpiry": "2023-
06-31T12: 33: 37.6032"
}
b
"response": {
"requestld”: "3a95d49d-c06b46cf-99b4-

695ec53316e2"
}
}

{
"code": "ABDM-9999: ",

“Invalid communication hint”

}

"message":

5.3.8 HIE-CM response on health record link

This is a callback API that will be invoked by the HIE-CM to share the response of the
link oninit request from HIP

URL: {callback_url}/api/v3/hiu/patient/care-context/on-init

Request: POST

Header Parameters:

Property Name

Authorization

Example Value Required
eyJhbGciOiJSUzUxMiJ9. Yes
eyJzdWIiOiJ2YXNhbnRoY
Wt1bWFyLmtlc2F2YWS5AC

2J4liwiY2xpZW50SWQiOi
1zYngiLCJzeXNOZWO0iOiJ
BQkhBLUEILCJyZXF1ZXN0OZ
XJJZCI61IBIUIIXRUIILCIwa
HINb2JpbGUiOM51bGws
IMmV4cCI6MTY2NzI50DEXx
NSwiaWFOljoxNjY3MjkwO
TE1LCJwaHJBZGRyZXNzljo
idmFzYW50aGFrdW1hci5
rZXNhdmFuQHNieClsInR
4bkIkljoiYJEwMGM4ZDMt
NTE1ZCOOYWFiLTg1lOWQtY
ZNIMTUwWOTE3ZGY1In0

‘Description ‘

JWT Access token which was
issued by ABDM session API
after successful validation of
client id and secret.
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REQUEST-ID 18235d89-cb13-479dad71-  |Yes Unique UUID for track the end
7a57d5f669a8 lto end request transaction
ITIMESTAMP 2022-10- Yes Actual time when request was
06T10:10:00.5877 initiated, ISO Date time format
represents date and time
X-HIU-ID IN2810014366 Yes Identifier of the health
information user to which the
request was intended

Body Parameters:

Property
Name

Example Value

Required

Description

transactionld |f901b782-bfdf-4224-9f8d- Yes Transaction Id is required to identify the
da2cadc20c0d unique transaction for user initiated care
context linking. This chains all the steps to
link care contexts.Transaction Id will be
returned after successful discovery request
to HIP by the patient.
Link { No The details of the link using which the
"referenceNumber": "4336268d-89a34c84- records have to be linked to the patient’s
8674-aef42092d9fc", ABHA account. It will contain details like
"authenticationType": " MEDIATE", the refel"em.:eNumber, .
"meta: { authenticationType and the meta details of
"communicationMedium": "MOBILE", the link
"communicationHint": "OTP",
"communicationExpiry": "2023-
1230T12:01:55.3242"
P}
error N y No The error code and message if any
error": {
occurred.
"code": 1000,
"message": "string"
}
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requestld 2b835afb-0c97-4ce7-9dd9ef58ee98a326 Yes Request ID sent in init API call. This request
ID will be used to match the flow of linking
care contexts for a patient

Request Body:

Request Body:

{

"transactionld": "5b39f73e-b19a-421a-ab43-c97cbd903041",
"link": {
"referenceNumber": "4336268d-89a3-4c84-8674-aef42092d9fc",
"authenticationType": " MEDIATE",
"meta": {
"communicationMedium": "MOBILE",
"communicationHint": "OTP",
"communicationExpiry": "2023-12-30712:01:55.3242"

}I
"response": {
"requestld": "14a298b4-cf4a-497b-b4c1-72b50295fb91"

Response:

Code : 202 Accepted

[ POST | http://webhook site/b799c0b8-4e75-4545-8eh2-d8c2d5f0cSf6/apilv3/hiu/patien x-b3-sampled @
ticare-context/on-init x-b3-parentspanid 7baecf39526110df
Host 14.143,232.14@ Whois Shodan Nefify Censys VirusTolal x-b3-spanid Sccaea77923185F4
Date 08/09/202411:10:15 PM (13 minutes ago) x-b3-traceid 1e034622385263b98b2919582@130bd
Size 331 bytes x-envoy-attempt-count 1
Time 0.000 sec X-envoy-peer- sidecar~1@.233.93.7@~abdm-hiecm-user-initiated-linking-api-...
ID fef653f0-1d5e-4c84-8a65-44eeb3fbe245 metadata-id
Note # Add Note X-envoy-peer- ChoKCKNMVVNURVIfSUQSDBOKS2ViZXIuZXR1cwoeCgxITINUQUSDRVIIUFM. ..
metadata
x-request-id bb29b55d-6b38-4cdb-96ba-82796567dC3C
content-length 331
content-type application/json
x-hiu-id Mohan_HIU
authorization Bearer eyJhbGciOilSUzIINIISINRSCCIgOiAiS1dUTiwia2lkIiAGICIE...
timestamp 2024-83-89717:408:13.332Z
request-id 46e7b826-6€32-4f75-badg-5cdceesflces
accept T
user-agent ReactorNetty/1.8.24
host webhook.site
Query strings Form values
(empty) (empty)
Raw Content Format JSON Word-Wrap Copy
{

"transactionId”: "alcB8f54e-4eab-4369-9cd9-a0pb3085724F",
“link": {
"referenceNumber": "a9f3db7a-c0c2-4570-93be-89d2d0366533",
“authenticationType": "DIRECT",

"meta”: {
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5.3.9 Patient health record confirm

This APl will be invoked by the patient to confirm his/her health records.

URL: /api/hiecm/user-initiated-linking/v3/link/care-context/confirm
Request: POST
Header Parameters:

Property Example Value Required Description
Name
IAuthorization Yes JWT Access token which was
eyJhbGciOiJSUzUxMiJ9. ey)zdWIiOiJ2YXN issued by ABDM session API
hbnRoYWt1bWFyLmtlc2F2YW5Ac2J4liwiY after successful validation of
2xpZW50SWQiOiJzYngiLClzeXNOZWO0iOil client id and secret

BQKhBLUEILCJyZXF1ZXNOZXJJZCI6IIBIUi1XR
UliLCJwaHJNb2JpbGUIiOM51bGwsimV4c
CI6MTY2NzI50DExNSwiaWFOljoxNjY3Mjkw
OTE1LCJwaHJBZGRyZXNzljoidmFzYW50aG
FrdW1hci5rZXNhdmFuQHNieClsInR4bklklj
0iYJEWMGMA4ZDMtNTE1ZCOOYWFiLTg1OWQ
tYzZNIMTUwOTE3ZGY1In0

REQUEST-ID 18235d89-ch13-479d-ad71- Yes Unique UUID for track the end
7a57d5f669a8 to end request transaction
TIMESTAMP 2022-10-06T10:10:00.5877 Yes Actual time when request was

initiated, 1ISO Date time format
represents date and time

X-AUTH-TOKEN eyJhbGciOiJSUzUxMiJ9.eyJzdWIi0iJ2 JWT Authentication token
YXNhbnRoYWt1bWFyLmtlc2F2 which was issued by ABDM
after successful validation of
username and password

X-HIU-ID HIU_ID Yes
Identifier of the health

information user by
which the request was
initiated

X-CM-ID sbx Yes Suffix of the consent manager
to which the request was
intended
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Body Parameters:

Property Name Example Value Required Description
linkRefNumber “4336268d-89a3-4c84- Yes . .
8670aef42092d9fc” Link reference number used while
ae ¢ initiating the linking of health
records of the patient
oken 123456 ves OTP generated during init process to
confirm the linking

Request Body:

Request Body
{

"token": 123456,
"linkRefNumber": "4336268d-89a3-4c84-8674-aef42092d9fc" }

Response:

Code : 202 Accepted

Error scenarios:

Scenarios Headers/Body Message
To verify when [ Access Denied
Request ID is { Code : 403
Blank, null or "key": "REQUEST-ID", Forbidden
empty in "value": "",
header "type": "text"
}
]
To verify when [ {
invalid RequestID { "code": "ABDM-1030:", "message":
is pass in header "key": "REQUEST-ID", "Invalid
"value": "{{Sguid}}zxzzxs", request ID"
"type": "text" }
}
! Code: 400Bad Request
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When

Access Denied

Timestamp is { Code : 403 Forbidden
Blank, null or "key": "TIMESTAMP",
empty in header. |'y5|ye" -
"type": "text"
}
When invalid {
Timestamp is { "code": "ABDM-1016: ",
pass in header "key": "TIMESTAMP", "message": "Invalid Timestamp"
"value": "{{SisoTimestamp}}jhgftytgtyu", }
"type”: l|teth|
H Code - 400Bad Request
When X- Access Denied
HIU-ID is Blank, { Code : 403 Forbidden
null or empty in "key": "X-HIU-ID",
header. "value": "",
"type": "text"
}
When X-CM- Access Denied
ID is Invalid, { Code : 403 Forbidden

Blank, null or
empty in header.

"key": "X-CM-ID",

"value": "sbxdvdfvdf",

"type": "teXt"

}
When {
XAuthTOKEN iS { I|I|code|l|l: IIIIABDM_1066: Illll
Invalid in "key": "X-LINK-TOKEN", ""message"": ""Invalid
header. "value": "hghhjjkhjkbkjbjkbkjbnkjbk", JWT token""

"type": "teXt" }
}
Code - 400Bad Request"

Verify {

message when
invalid token is
passed

"token": 7897654,
"linkRefNumber": "Testing defect"

"code": "ABDM-9999: ", "message":

Invalid link reference number."

}
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Verify {
message when "code": "ABDM-1040: ",

the X- HIU-ID "message": “Invalid HIU ID."
is different }

from the hiu
that initiated
link request.

5.3.10 HIE-CM callback for health record confirmation
This API will be invoked by the HIE-CM to confirm patient health records to HIP
URL: {callback_url}/api/v3/hip/link/care-context/confirm

Request: POST
Header Parameters:

Property Name Example Value Required Description

REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for tracking the
7a57d5f669a8 endto-end request transaction
TIMESTAMP 2022-10-06T10:10:00.587Z Yes Actual time when request was

initiated, 1ISO Date time format
represents date and time

X-HIU-ID IN2810014366 Yes Identifier of the health

information provider to which the
request was intended

Body Parameters:

Property Name Example Value Required Description

linkRefNumber “4336268d-89a3-4c84-8674aef42092d9fc”  |Yes Link reference number used
while initiating the linking of
health records of the patient

Token “123456” Yes OTP generated during init
process to confirm the linking

Request Body:

Request Body:
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"confirmation": {
"token": "123456",

"linkRefNumber": "4336268d-89a3-4c84-8674-aef42092d9fc"

Response:

: 202 Accepted

[ POST | http:/Awebhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0cSf6/api/v3/hip/link/ca
re-context/confirm
Host 14.143.232.148 Whois Shodan Nefify Censys VirusTotal
Date 08/09/2024 11:10:43 PM (13 minutes ago)
Size 124 bytes
Time 0.000 sec
ID 56d79de9-e6d3-4f1b-88b4-98286d1d20f9
Note # Add Note
Query strings
(empty)
Raw Content
{

"requestId": null,
"timestamp”: null,
"confirmation™: {
"token": "123458",
"linkRefNumber"”: "a9f3db7a-c@c2-4570-93be-89d2d@366533"

x-b3-sampled
x-b3-parentspanid
x-b3-spanid
x-b3-traceid
x-envoy-attempt-count
X-envoy-peer-
metadata-id

X-envoy-peer-
metadata

x-request-id
content-length
content-type
x-hip-id
authorization
timestamp
request-id
accept
user-agent

host

Form values

(empty)

L}

f7832013cf2cb744
b711cbabdsf5f85c
885¢49429bdbbf3cbas3bss2a2b3dac2
1

sidecar~10.233.93.78~abdm-hiecm-user-initiated-linking-api-..
ChOKCKNMVVNURVIfSUQSDBOKS3VIZXIUZXR1cwoeCgxITINUQUSDRVIIUFM. ..

2d376d67-267d-4d0e-9dag-bass62ce8ese

124

application/json

Mchan_HIP

Bearer eyJhbGciOilSUZIINIISINRScCIgOiAiS1dUTiwia2lkIiAGICIB...
2824-83-89T17:40:48.9437

9ecc6aas-04b2-4a39-b5c6-373f62dacesc

/%

ReactorNetty/1.0.24

webhook.site

Format JSON Word-Wrap Copy

5.3.11 HMIS/LMIS response on health record confirm
This APl will be invoked by the HIP to share the response of link confirmation API

URL: /api/hiecm/user-initiated-linking/v3/link/care-context/on-confirm Request:

POST
Header Parameters:

Property
Name

Example Value

Required Description
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IAuthorization JIhbGCIOUSUZUXMIJS. evizdWIiOU2YXNhb Yes JWT Access token which was issued
ey cIUESUZIXVIES. eylz e by ABDM session API after

nRoYWt1bWFyLmtlc2F2YWS5Ac2)4liwiY2xpZW successful validation of client id and
50SWQi0iJzYngiLClzeXNOZWO0iOiJBQkhBLUEi secret
LCJyZXF1ZXNOZXJJZCI6IIBIUi1XRUIiLCJwaHIN
b2JpbGUIOM51bGwsImV4cCI6MTY2NzI5SODE
XNSwiaWFOljoxNjY3MjkwOTE1LCJwaHJBZGRy
ZXNzljoidmFzYW50aGFrdW1hci5rZXNhdmFu
QHNieClsInR4bklkljoiYJEwMGMA4ZDMtNTE1ZCO
OYWFiLTg10WQtYzNIMTUwOTE3ZGY1In0

REQUEST-ID 18235d89-ch13-479d-ad71-7a57d5f669a8 Yes Unigue UUID for track the end to
end request transaction

ITIMESTAMP 2022-10-06T10:10:00.587Z Yes Actual time when request was
initiated, 1ISO Date time format
represents date and time

X-CM-ID sbx Yes Suffix of the consent manager to

\which the request was intended

Body Parameters:

Property Name ‘ Example Value ‘ Required Description

atient - Yes . .
P A list of records of the patient that were found as

a result of the identifiers that the patient had

provided.
referenceNumber “4336268d-89a34c84- Yes Link reference number used while initiating the
8674aef42092d9fc” linking of health records of the patient

Display Display Text No The display text for patient reference

careContexts i ves List of care contexts linked at the HIP end for the
identified patient.

hiType PRESCRIPTION ves HiType of the patient details

Count 1 ves The count of care contexts that are found for the
patient in scope

requestld f207e461-1994- Yes

Request ID sent in init API call. This request ID will
be used to match the flow of linking care contexts
for a patient

42749b86554384f170ab

Request Body:

Request Body:
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i
"patient": [
{
"referenceNumber": "4336268d-89a3-4c84-8674-aef42092d9fc", "display": "abcdefgdisplay",
"careContexts": [
{
"referenceNumber": "1234",
"display": "1234-display"
}
1
"hiType": "PRESCRIPTION",
"count": 1
}
1
"response": {
"requestld": "f207e461-1994-4274-9b86-554384f170ab"
P}

Response:

Code : 202 Accepted

Error scenarios:

Scenario s Request Body Response

To verify [ Access Denied
when { Code : 403 Forbidden
Request ID is "key": "REQUEST-ID",
Blank, null "value": "",
or empty in "type": "text"
header }
]

To verify [ {
when { "code": "ABDM-1030: ",
invalid "key": "REQUEST-ID", "message": "Invalid request ID"
Request-ID is "value": "{{Squid}}zxzzxs", }
pass in header 'type": "text" Code: 400Bad Request

1
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When X- [ Access Denied
HIP-ID is { Code : 403 Forbidden
Blank, null or "key": "X-HIP-ID",
empty in "value": "",
header. "type": "text"
}
]
When X- CM-ID| [ Access Denied
is { Code : 403 Forbidden
Invalid, "key": "X-CM-ID",
Blank, null or "value": "sbxdvdfvdf",
empty in "type": "text"
header. }
]

Verify { {
message when "patient": [ "code": "ABDM-1015",
request id is { "message": "Invalid Response"
passed "referenceNumber": "Testing defe ct", }

"display": "bg",

"careContexts": [

{

"referenceNumber": "1234",
"display": "12"
}

1,

"hiType": "PRESCRIPTION",

"count": 1

1
1,

"response": {}
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Verify { "{
message when "patient": [ ""code"": ""ABDM-9999: "",
count is { ""message"": ""Invalid Care
incorrect "referenceNumber": "Testing defe ct", Contexts count, must range between 1 to
"display": "bg", 20""
"careContexts": [ I
{
"referenceNumber": "1234",
"display": "12"
}
1,
"hiType": "PRESCRIPTION",
"count": 1
}
1,
"response": {
"requestld": "f9d77c6b-e918-438dal19f-
835f356¢c118b"
}

5.3.12 HIE-CM response on health record on-confirm

This is callback API will be invoked by the HIE-CM to share the response of on-confirm
API from HIP.

URL: {callback_url}/api/v3/hiu/patient/care-context/on-confirm
Request: POST

Header Parameters:

Property Name Example Value Required Description
REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for tracking the
7a57d5f669a8 endto-end request transaction
TIMESTAMP 2022-10-06T10:10:00.5872 Yes The actual time when the request

was initiated, ISO Date time format
represents the date and time

X-HIU-ID IN2810014366 Yes Identifier of the health information

provider to which the request was
intended

Body Parameters:
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Property Name Example Value ‘ Required Description

tient - Ye
patien es A list of records of the patient that were found as
a result of the identifiers that the patient had
provided.
referenceNumber “4336268d-89a34c84- Yes Link reference number used while initiating the
8674aef42092d9fc” linking of health records of the patient
careContexts ) ves List of care contexts linked at the HIP end for the
identified patient.
hiType PRESCRIPTION Yes HiType of the patient details
Count ! ves The count of care contexts that are found for the
patient in scope
requestld (207€461-1994- ves Request ID sent in the init API call. This request ID
42749b86554384f170ab will be used to match the flow of linking care
contexts for a patient

Request Body:

Request Body

{
"patient": [
{
"referenceNumber": "4336268d-89a3-4c84-8674-aef42092d9fc", "display":
"abcdefgdisplay",
"careContexts": [
{
"referenceNumber": "1234",
"display": "1234-display"
}
1,
"hiType": "PRESCRIPTION",

"count": 1

}
l,
"response": {
"requestld": "f207e461-1994-4274-9b86-554384f170ab"

Response:

Response
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Code : 202 Accepted

http:/iwebhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0cSf6/api/v3/hiu/patien x-b3-sampled 8
Ycare-context/on-confirm x-b3-parentspanid cadee14952e1a225
Host 14.142.232.146 Whois Shodan Nefify Censys VirusTotal x-b3-spanid T o B T
Date 08/09/2024 11:12:00 PM (13 minutes ago) x-b3-traceid 264cf11c2c4f842800a177576C812e93
Size 298 bytes x-envoy-attempt-count 1
Time 0.001 sec X-envoy-peer- sidecar~1@.233.85.12~abdm-hiecm-user-initiated-linking-api-...
ID de5b906b-ca76-4320-9da2-d50ef4b05748 metadata-id
Note #' Add Note X-Envoy-peer- ChoKCKNMVVNURVI fSUQSDBOKS2ViZXIUZXR1cw0eCgxI TINUQUSDRVIIUFM. ..
metadata
x-request-id dadc7efe-e2f1-2a7d-ae13-6cbiebfasdre
content-length 298
content-type application/json
x-hiu-id Mohan_HIU
authorization Bearer eyJhbGciOilSUzZIINIISINRSCCIgOiAIS1dUIiwia2lkIiA6ICIE...
timestamp 2024-88-09T17:41:58.593Z
request-id adddage3-a38e-4c9a-bfae-ff1d1f36dbf1
accept
user-agent ReactorNetty/1.8.24
host webhook.site
Query strings Form values
{empty) (empty)
Raw Content Format JSON [ Word-Wrap  Copy
i

"patient": [

I
1

"referenceNumber": "vignesh_1992@sbx",
"display": "88f54blb-296f-4b62-9f50-b789229f2103",
“careContexts": [

6.Data Flow
6.1 Overview

The process of Data flow starts once the HIECM has generated Consent artefact
(Consent artefact is generated only if the status of Consent request is
“Granted”) and same is notified to HIP and HIU. HIU sends pushback URL to HIP
via HIECM. HIP now bundles the care context or Health data of the patient as
per FHIR standards and share the data via pushback data URL. HIECM is notified
the status of the data shared both by HIU and HIP.

6.2 Sequence Diagram

103



HIP ABDM HIU

Application Gateway Application
=z 1 !
POST: {callback_url}/api/v3/consent/request/hip/notify
i return
............................................................ >
POST: /api/hiecm/consent/v3/request
/hip/on-notify o
return i
< ____________________________________________________________
H! POST: {callback_url}/api/v3/hip/health-information/request
i return
------------------_-_-_-_-_-_-_-_-_______________-__________>
POST: /api/hiecm/data-
flow/v3/health-
information/hip/on- >
request
S e o o e e Sl b return ---------------------------4

Direct Data Transfer

POST: datapush-url{txn-id,encrypted-data}

S
POST: /api/hiecm/data- .
flow/v3/health-
information/notify <

(aahEaesse eSS fERNTy - oS DS SrEsmSsHoSIESES

ABDM HIE-CM HIP Data Transfer Flow

6.3 List of APIs

6.3.1 Callback API to HIP when a consent request is APPROVED/REVOKED

This APl is a callback to HIP when a consent request is approved/revoked.

URL: {callbackURL}/api/v3/consent/request/hip/notify
Request: POST

Header Parameters:

Property Name Example Value Required Description
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REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for track the end to
7a57d5f669a8 end request transaction
TIMESTAMP 2022-10-06T10:10:00.587Z Yes Actual time when request was
initiated, 1ISO Date time format
represents date and time
X-HIP-1D eyJhbGciOiJSUzUxMi)9.ey)zdWIiOilx Yes Identifier to the health information
provider.
ODQOMzgxMDgwNjQOMEBhYmRt

Body parameters:

Property Name

‘ Example Value

Required

Description

Status GRANTED ves The status of the consent
artefact

consentld 3fa85f64-5717-4562b3fc- Yes The consent artefact

2c963f66afab id
createdAt 2024-05- Yes The date when consent
01T05:10:20.123Z artefact was created.

patient abc@abdm Yes A unique and valid ABHA
address suffix with @abdm
for live and @sbx for
Sandbox

Hip ABDM_HIP No Health information provider
ID

purpose — text Care Management Yes Purpose text of consent
request

Purpose-code CAREMGT Yes Purpose code of consent
request

Purpose-refUri www.test.com Yes Purpose refUri of consent
request

patientReference batman@tmh No Patient reference Id

careContextReference Episodell No Care context reference

Hiu Sub_HIU Yes Health information user Id

Requester-name Smith Yes Name of the requester
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Requester-identifiertype REGNO1 Yes Requester identifier type
Requester-identifiervalue MH1001 Yes Requester identifier value
Requester-identifiersystem https://www.mciindia. org Yes Requester identifier system
hiTypes ["OPCONSULTATION", Yes Type of document
"WELLNESSRECORD"]
PermissionaccessMode VIEW Yes Access mode of consent
PermissiondateRange "from": "2023- Yes Data range of permission
0509T08:58:09.7382", required
"to": "2023-
0510T08:58:09.7382"
PermissiondateEraseAt 2023-05- Yes Date of erase data
25T08:58:09.7382
Permissionfrequency-value |0 Yes Frequency value for consent
Permissionfrequencyrepeats [0 Yes Frequency repeats for consent
Permissionfrequency-unit HOUR Yes Frequency unit for consent
Signature e8nY601CYDsCOFKoDj Yes Signature of signed consent
Sp+7GeQ2s2R80ZncLC artefact details.
z5ce+pEuDOr5bzV0aa
Hjwlg4b9S9V+twijtdhb
0jx3fl17egrt8+0c+IfPTi5
/bBUAQXCABTfFmtFU7
in65HITt8kgkiONX26ZB

hJOWX3xjYI72PPtzYIiT5
Q08YtDolLA62KceioV7I
wuKssw7wC4ECbBAVR
UXT121TmtrPhf+0OmylJA
'TSnaajS06S60thrKfZLN
TUFf3pFiJzqouSTrjNblO
X6DT2+JuO3rom1Szz/0
3cOHQG+wWASv+PO3
U6URsOUI4JvVKmM/4tP
+Z+/HPKM15K5U5K+4p
qf6czKrbIDpkT/kP8bG g==
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rantAcknowledgeme False Yes The Boolean flag to denote if
nt HIP acknowledged the
callback.

Request Body:

Request Body:

107



{
"notification": {

"status": "GRANTED",

"consentld": "3fa85f64-5717-4562-b3fc-2c963f66afab",

"consentDetail": {
"schemaVersion": "v3",
"consentld": "3fa85f64-5717-4562-b3fc-2c963f66afab",
"createdAt": "2024-05-01T05:10:20.123Z",

"patient": {

"id": "abdulkalam@abdm"
2
"careContexts": [

{

"patientReference": "batman@tmh",
"careContextReference": "Episodel"
}
1
"purpose": {
"text": "Care Management",
"code": "CAREMGT",
"refUri": "www.abc.com"
2
"hip": {
"id": "cowin_hip_01",
"name": "Cowin",
"type": "HIP"
2
"hiu": {
"id": "cowin_hiu_01",
"name": "Cowin",
"type": "HIU"
2
"consentManager": {
"id": "abdm"
2
"requester": {
"name": "abdulkalam@abdm",
"identifier": {
"value": "REG1",
"type": "MH1001",
"system": "https://www.sample.com"
}
2
"hiTypes": [
"DiagnosticReport, Prescription, ImmunizationRecord, DischargeSummary, OPConsultation,
HealthDocumentRecord, WellnessRecord"

],
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"permission": {
"accessMode": "VIEW",
"dateRange": {
"from": "2021-09-28712:30:08.573565Z",
"to": "2021-09-28T12:30:08.573565Z"

2
"dataEraseAt": "2021-09-28T12:30:08.5735657",
"frequency": {
"unit": "HOUR",
"value": 1,
"repeats": 0
}
}
2
"signature":
"e8nY601CYDsCOFKoDjSp+7GeQ2s2R80ZncLCz5ce+pEuDOr5bZV0aaHjwlgdb9SoV+twijtdhbojx3fl7e
grt8+0c+IfPTi5/bBUAQXCABTfFMtFU7jn65HITt8kgkiONX26ZBhJOWX3xjY172PPtzYIiT5Q08YtDolLA62Kce
ioV7lwuKssw7wC4ECbBAVRUXT121TmtrPhf+0myJATSnaajS06S60thrKfZLNTUFf3pFiJzqouSTrjNblOX6D
T2+JuO3rom1Szz/03cOHQG+WWASV+PO3J6uRsOUI4)JvKmM/4tP+Z+/HPKM15K5U5K+4pqgf6czKrblDpk T/kP8bGg==",
"grantAcknowledgement": false

}

}

Response Body:

Response

Status: 202 Accepted

6.3.2 HIP to respond back to consent HIP notify

This APl will be invoked by HIP to respond back to the callback API

URL: /api/hiecm/consent/v3/request/hip/on-notify
Request: POST
Header Parameters:

Property Name Example Value Required Description

REQUEST-ID 18235d89-cb13-479d-ad71- Yes Unique UUID for track the end to
7a57d5f669a8 end request transaction
TIMESTAMP 2022-10-06T10:10:00.587Z Yes Actual time when request was

initiated, 1ISO Date time format
represents date and time
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X-CM-ID sbx Yes Suffix of the consent manager to

which the request was intended

Body parameters:

Property Name Example Value Required Description
Status oK ves The status of the consent
notify.
consentld 3fa85f64-5717-4562b3fc- Yes The consent artefact
2c963f66afab id
Error "error": { No The error code and message
if any happened.
"code": "ABDM-1001",
"message": "unable to
connect database"
}
requestld 3fa85f64-5717-4562b3fc- Yes The request id from the
2c963f66afab /consent/hip/notify

Request Body:

Request Body:
{

"acknowledgement": {
"status": "OK",
"consentld": "e3c74829-3f82-4f94-959e-e10f57bcd57b"
2
"error": {
"code": "ABDM-1001",
"message": "unable to connect database"
2

"response": {

"requestld": "6f0b4665-a915-4c92-aa36-65afb4a2cd71"
1
}

Response Body:

Response

Status: 202 Accepted
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6.3.3 Data Flow - Health information request — Callback to HIP

This isa callback API triggered by HIE-CM to notify HIP about the health information

request.

URL: {callback_URL}/api/v3/hip/health-information/request Request: POST Header

Parameters:
Property Name Example Value Description
Authorization eyJhbGciOiJSUzUxMiJ9. Yes UWT Access token which was
eyJzdWIiOiJ2YXNhbnRoY issued by ABDM session API
Wt1bWFyLmtlc2F2YWS5AC after successful validation of
2J4liwiY2xpZW50SWQiOi client id and secret.
zYngilLClzeXNOZWOQiOiJ
BQkhBLUEILCJyZXF1ZXN0OZ
XJJZCI61IBIUiIXRUIiLCIwa
HINb2JpbGUIOM51bGws
IMmV4cCI6MTY2NzI50DEx
NSwiaWFOljoxNjY3MjkwO
TE1LCJwaHJBZGRyZXNzljo
idmFzYW50aGFrdW1hci5
rZXNhdmFuQHNieClsInR
4bklkljoiYJEWMGM4ZDMt
NTE1ZCOOYWFiLTglOWQtY
zZNIMTUwWOTE3ZGY1In0
REQUEST-ID 18235d89-cb13-479dad71-  |Yes Unique UUID for tracking the
7a57d5f669a8 end-to-end request
transaction
ITIMESTAMP 2022-10- Yes The actual time when the
06T10:10:00.587Z request was initiated, 1SO
Date time format represents
the date and time
X-HIP-ID IN2810014366 Yes Identifier to the health
information provider.

Body Parameters:

Property

Name

Example Value

Required

Description

Consent ID

18235d89-cb13-479d-ad71-7a57d5f669a8

Yes

Valid consent ID, which
HIU must obtain to
request patient data
from a HIP
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DateRange

[
{
"from": "1924-07-09712:05:57.151Z",

"to": "2024-07-17T12:05:57.1512"
P

Yes

Date Range against
which the consent
granted will be
validated.

DataPushUrl

https://webhook.site/2cfcc184-5d29-
4e2c974d3e56cbaa5ccl/v3/data/push

Yes

This is the URL
provided by HIU to
which HIP has to push
the requested health
information record

cryptoAlg

“ECDH”

ECDH is a key sharing
algorithm,

most
commonly

used to
send encrypted
messages.

ECDH works
by multiplying your
private key by
another's public key to
get a shared secret,
then using that shared
secret to perform
symmetric encryption

curve

“curve25519”

Yes

Key exchanges
authentication

expiry

2124-12-09T00:00:00.000Z

Yes

Actual time by when
dataPushUrl is
available

parameters

“Ephemeral public key”

Yes

Encryption and
decryption key

keyValue

BFN7KTdOTOjIAEXG2A8)g+01w
MPWxptiGqwHRVVtiVESUq2FR7P2
UdgZxJyPJSeR6muai21iQhasNxnhh8I5M+g="

Yes

key agreement
protocol that allows
two parties, each
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having an ellipticcurve
public— private key pair,
to establish a shared
secret over an insecure
channel

Request Body:

Request Body

{

"hiRequest": {
"consent": {
"id": "d6a83f24-6c96-421e-b8b8-844e5344ef69"
2
"dateRange": {
"from": "1924-07-09T12:05:57.1512",
"to": "2024-07-17T712:05:57.1512"

}I
"dataPushUrl": "https://webhook.site/2cfcc184-5d29-4e2c-974d3e56cbaa5ccl/v3/data/push”,

"keyMaterial": {
"cryptoAlg": "ECDH",
"curve": "Curve25519",
"dhPublicKey": {
"expiry": "2124-12-09T00:00:00.000Z",
"parameters": "Curve25519/32byte random key",
"keyValue":
"BCpsBW37KgfLyjxJKOzHHG26hDjxzK368DEO4PapzFhQMOcghZziKuvJh5/anTnHitVHKMnOOwr1HvcH1f mODpA="
2
"nonce": "0OkaOstPfgmXWhX+0ODC/iOFMOOPXFdRjBdcEGbv55qqgc="
}
P}

Response:

Response

Code : 202 Accepted

6.3.4 HIP acknowledgement to the health information request

This APl will be invoked by HIP to acknowledge the health information request by HIU.
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URL: /api/hiecm/data-flow/v3/health-information/hip/on-request Request: POST Header

Parameters:

Property Name ‘

Example Value

Required

Description

/Authorization eyJhbGciOiJSUzUxMiJ9. Yes UWT Access token which
eyJzdWIiOiJ2YXNhbnRoY was issued by ABDM
Wt1lbWFyLmtlc2F2YW5AC session API after successful
2J41iwiY2xpZW50SWQiOi validation of client id and
UzYngilLCJzeXNOZWO0iOiJ secret.
BQkhBLUEILCJyZXF1ZXN0Z
XJJZCI61IBIUi1XRUIiLCJwa
HINb2JpbGUiOM51bGws
IMmMV4cCI6MTY2NzI50DEx
NSwiaWFOljoxNjY3MjkwO
ITE1LCJwaHJBZGRyZXNzljo
idmFzYW50aGFrdW1hci5
rZXNhdmFuQHNieClsInR
4bklkljoiYJEWMGM4ZDMt
NTE1ZCOOYWFiLTg1lOWQtY
ZNIMTUwWOTE3ZGY1In0
REQUEST-ID 18235d89-cb13-479dad71-  |Yes Unique UUID for tracking
7a57d5f669a8 the end-toend request
transaction
ITIMESTAMP 2022-10- Yes The actual time when the
06T10:10:00.587Z request was initiated, 1ISO
Date time format
represents the date and
time
X-CM-ID IN2810014366 Yes Suffix of the consent

manager to which the
request was intended.

Body Parameters:

Property Name

Example Value

Required

Description

transactionld 18235d89-cb13-479dad71- |No ) L
257566938 Unique transaction id to
@ @ track the health
information request
sessionstatus ACKNOWLEDGED No Status of the request
Error No Error code and message if

any occurred
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requestld 18235089-cb13-479dad71- | €S Unique id to track end to

7a57d5f669a8 end transaction

Request Body:

Request Body

{
"hiRequest": {
"transactionld": "18235d89-cb13-479d-ad71-7a57d5f669a8", "sessionStatus":
"ACKNOWLEDGED"
b
"response": {
"requestld": "18235d89-ch13-479d-ad71-7a57d5f669a8 “
}

}

Request Body : Error scenario

Request Body

{
"error": {

"code": ABDM-1001,

"message": " unable to connect database"
2
"response": {
"requestld": "18235d89-cb13-479d-ad71-7a57d5f669a8 "

Response:

Response

Code : 202 Accepted

6.3.5 HIP calling data push URL
This APl will be invoked by HIP to push the data to HIU.

URL: /api-hiu/data/notification
Request: POST

Body Parameters:

Property Name Example Value Required Description
pageNumber ! ves The page number
pageCount 2 Yes The total page count
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transactionld 18235d89-cb13-479dad71- [Yes The transaction id that is
7a57d5f669a8 generated when health
information request initiated.
entries "entries": [ Yes List of encrypted content

{"content": "{{content}}",

"media":
"application/fhir+json",

details.

"checksum":
"{{checksum}}",

"careContextReference":
"{{care Context
Reference}}"

116




keyMaterial "keyMaterial": { Yes Encryption/Decryption key
details
"cryptoAlg": "ECDH",

"curve":
"Curve25519",

"dhPublicKey": {

"expiry": "{{expiry|
date}}",

"parameters":
"Curve25519/32byte random
key",

"keyValue": "{{Key|
value}}"

}I

"nonce": "{{nonce}}"

Request Body:

"pageNumber": 0,

"pageCount": 1,

"transactionld": "{{transactionld}}",

"entries": [

{"content": "{{content}}",

"media": "application/fhir+json",
"checksum": "{{checksum}}",
"careContextReference": "{{care Context Reference}}"
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}
1
"keyMaterial": {
"cryptoAlg": "ECDH",
"curve": "Curve25519",
"dhPublickKey": {
"expiry": "{{expiry date}}",
"parameters": "Curve25519/32byte random key",
"keyValue": "{{Key value}}"
2
"nonce": "{{nonce}}"

}
}

Response:

Response

Code : 202 Accepted

6.3.6 Health Information notify API

This API will be called by HIU and HIP to notify the CM about the status of the data
transfer.

HIP on the transfer of data would send sessionStatus - one of [TRANSFERRED, FAILED].
HIP would also send hiStatus for each careContextReference - on of [DELIVERED,
ERRORED]

HIU on receipt of data would send sessionStatus - one of [RECEIVED, FAILED]. For
example, ERRORED when data was not sent or if invalid data was sent. HIU would also
send hiStatus for each careContextReference - one of [OK, ERRORED]. URL:
/api/hiecm/data-flow/v3/health-information/notify

Request: POST
Header Parameters:

Property Name Example Value Required Description
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Authorization eyJhbGciOiJSUzUxMiJ9. Yes JWT Access token which
eyJzdWIiOiJ2YXNhbnRoY was issued by ABDM
WitlbWFyLmtlc2F2YW5AC session API after
2J4liwiY2xpZW50SWQiOi successful validation of
1zYngiLClzeXNOZWO0iOil client id and secret.
BQkhBLUEILCJyZXF1ZXN0OZ
XJJZCI61IBIUiIXRUIiLCIwa
HINb2JpbGUiOM51bGws
ImV4cCI6MTY2NzI5ODEx
NSwiaWFOljoxNjY3MjkwO
TE1LCJwaHJBZGRyZXNzljo
idmFzYW50aGFrdW1hci5
rZXNhdmFuQHNieClsInR
4bklkljoiYJEWMGM4ZDMt
NTE1ZCOOYWFiLTglOWQtY
ZNIMTUwWOTE3ZGY1In0
REQUEST-ID 18235d89-cb13-479dad71-  |Yes Unique UUID for tracking
7a57d5f669a8 the end-toend request
transaction
TIMESTAMP 2022-10- Yes The actual time when the
06T710:10:00.5872 request was initiated, 1ISO
Date time format
represents the date and
time
X-CM-ID IN2810014366 Yes Suffix of the consent
manager to which the
request was intended.

Body Parameters:

Property Name

Example Value

Required

Description

24T710:51:08.374Z

consentld 97c3668e-49e3-4121b2d3- Yes
The consent artefact
1ca6d949cd8a id
transactionld e3472dad-86¢5- Yes The transaction id that is
42df9afdd7c13df2a564 generated when health
information request
initiated.
doneAt 2023-05- Yes UTC date when the data

was
transferred/received.
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notifier "notifier": { Yes Identifier to  denote|

either
HIP or HIU is calling this
API

"type": |IHIPII’

"id": "HIP-HOSPITAL"

}
statusNotification "statusNotification": { Yes Status of the data

transfer

"sessionStatus":
"TRANSFERRED",

"hipld": "HIP-
HOSPITAL",
"statusResponses"
d|
{

"careContextR eference":
"b18d2e56¢5d241d0bbe932a8b7579f74",

"hiStatus": "OK",

"description":
"test care context"

Request Body:

Request Body

120



{
"notification": {
"consentld": "97¢3668e-49e3-4121-b2d3-1ca6d949cd8a",
"transactionld": "e3472dad-86c5-42df-9afd-d7c13df2a564",
"doneAt": "2023-05-24T10:51:08.374Z",
"notifier": {
"type": "HIP",
"id": "HIP-HOSPITAL"
2
"statusNotification": {
"sessionStatus": "TRANSFERRED",
"hipld": "HIP-HOSPITAL",

"statusResponses": [
{
"careContextReference": "b18d2e56-c5d2-41d0-bbe9-32a8b7579f74",
"hiStatus": "OK",
"description": "test care context"

}
]

Response:

Response

Code : 202 Accepted

{

“status”: “Notification is Accepted”

}

7.Scan and Profile Share

7.1 Overview

The User/Patient can share his/her basic KYC information with the

HMIS/LIMS by scanning the QR Code using the integrator application (Example: ABHA
App), which enables them to complete the seamless profile share during their visit.

The authenticity of the profile information is verified by the HIE-CM internally before
sharing with the HMIS/LIMS.
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The content of the QR code is a URL (sample for reference:
https://phrsbx.abdm.gov.in/shareprofile?hipid=IN3410000260&counterid=12345)
that contains 2 parameters:

e TheHIPID

* Facility defined context (for example: counter code)

7.2 Sequence Diagram

PHIU Application ABDM Gateway HMIS/LIMS Service

FOST — |
apihiecmipatisnt-shareiv3ishare !

h

POST M
fzallback_ur}apivaihip/patient'share

Y

return

POST

lapihiecm/patient-share/v3/on-share

POST
{callback_urliapivaihiu/patient’'on-share

[
[

ABDM - HIE-CM - Patient Share Sequence Diagram

7.3 List of APIs

7.3.1 Profile share

This APl will be invoked from the integrator application (any PHR application, just like
ABHA\) to share the user/patient profile with HMIS/LIMS.
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URL: /api/hiecm/patient-share/v3/share
Method: POST
Request Headers:

Property Example Value Require  Descriptio
Name d n
REQUEST-ID | 18235d89-ch13-479d-ad71- Yes Unique UUID
7a57d5f669a8 for track the
end to end
request
transaction
TIMESTAMP 2022-10-06T10:10:00.5872 Yes Actual time
when request
was initiated,
ISO Date time
format
represents
date and time
Authorizatio | eyJhbGciOiJSUzUxMiJ9. ey)zdWIiOiJ2YXNhbnRoYWt1bWFyLmtlc Yes JWT Access
n 2F2 token which
YW5Ac2J4liwiY2xpZW50SWQiOiJz was issued
YngilLCJzeXNOZWO0iOiJBQkhBLUEILCly by ABDM
ZXF1ZXNOZXJJZClI6lIBIUi1XRUIIL session API
ClwaHJNb2JpbGUIOM51bGwsimVac after
CI6MTY2NzISODExXNSwia successful
WFOljoxNjY3MjkwOTE1LCIwaHJBZ validation of
GRyZXNzljoidmFzYW50aGFrdW1hci5rZX clientid and
NhdmFuQHNieClsInR4bklkljoi secret
YJEwMGMA4ZDMtNTE1ZCOOYWFiLTg10
WQtYzNIMTUwOTE3ZGY1In0
X-HIU-ID IN2810014366 Yes Identifier of
the health
information
user to which
the request
was intended
X-CM-ID sbx Yes Suffix of the
consent
manager to
which the
request was
intended
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X-
AUTHTOKEN

eyJhbGciOiJSUzUxMil9.eylJzdWIiOiJna XJpamFAc2J4liwiY2xpZW50SWQiOiJQS
FItVOVCliwicmVxdWVzdGVySWQiOiJrX 2hpcClsInN5¢3RIbSI6IkFCREQILCItb2)p
bGUIOil4MjgxMTQ3MDgwliwiZXhwljoxNj
c3NjY5NDU1LCIpYXQiOjE2Nzc2NjlyNTUs
INRyYW5zYWNOaW9uSWQiOiJkMmY50
TNkNi1kODg4LTQyMTMtOTc3MyOwYmlj
MzMwMjVhNGYiLCJIhYmhhQWRkecmVzc
yl6ImdpcmlqYUBzYngifQ.Ad_jGrduH6 _krBBnIRO912mQabxMOiBOGN6FjdZjoi
CQY4AKkUD3MCcGG2NR-XGAjHVpKRtKx69m4_44h-
FgTCbZlo09hqOSEM1KBMkPDI163JcFNM JGnXBa5E-mu6DpBSPA-
VirSvBVj6CEpZLbTa2nBBSJJi_leszwHNr
kdopebrSc2G3SIFCW_DzFmzd_fxdvbFCN1yyhN3Rw5r8A1GnSrVSBhRjm4qy50
_ gutl1XW9CaBazSah7GOxGRr4gpSIviL
WovwG58DyNzEhrHtAflje_peggRsNMO

Fl-

xPYJd2x6CcDKS0AXvXOO0jbuoOvIPISkh plOKU-WcFeWA

Yes

JWT Access
token which
was issued by
IDP service
after
successfully
user

authenticatio
n

Body Parameters:

Property Example Value Require d Description
Name

intent "PROFILE_SHARE" Yes This is a key value pair which contains the
purpose with following possible values.
Profile_share
Payment
Health_record_sharing

metaData { Yes This is a key value pair which contains the

"hipld": "Test_HIP", "context":
"ABC123", "hprld":
"abdulkalam@abdm",
"latitude": "-38.679",
"longitude": "58.498" }

location longitude and latitude
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profile { Yes This is key value pair which contains patient
"patient": { details
"abhaNumber":
18443810806111,
"abhaAddress":
"1844381@abdm",

"name": "User 1",
"gender": "M",
"dayOfBirth": "20",
"monthOfBirth": "1",
"yearOfBirth": "1999",
"address": {
"line": "C/O
Sandipan Kshirsagar
[Ambejogai Road Renuka
Nagar Latur”,
"district": null,
"state": null,
"pincode": null

}

"phoneNumber":
"9876543210"

}
}

Request Body

Request Body:
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{
"intent": "PROFILE_SHARE",
"metaData": {
"hipld": "MAYUR_HIP",
"context": "ABC123",
"hprld": "abdulkalam@abdm",
"latitude": "-38.679",
"longitude": "58.498"
b
"profile": {
"patient": {
"abhaNumber": 91178386101251,
"abhaAddress": "9117838@sbx",
"name": "User 1",
"gender": "M",
"dayOfBirth": "10",
"monthOfBirth": "10",
"yearOfBirth": "1994",
"address": {
"line": "C/0O Sandipan Kshirsagar Ambejogai Road Renuka Nagar",
"district": null,
"state": null,
"pincode": null
2
"phoneNumber": "9876543210"

Response

Response:

Code: 202 ACCEPTED

7.3.2 Profile share — Callback

This is a callback API for patient share API.

URL: {callback_url}/api/v3/hip/patient/share
Method: Post
Request Headers:

Property Example Value Required Description

Name
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REQUEST-ID 18235d89-cb13- Yes
479d-ad717a57d5f669a8

Unique UUID for track the end to end request
transaction

TIMESTAMP 2022-10- Yes
06710:10:00.587Z

Actual time when request was initiated, 1ISO 8601
represents date and time by starting with the year,
followed by the month, the day, the hour, the
minutes, seconds and milliseconds

X-HIP-ID IN2810014366 Yes

Identifier of the health information provider to
which the request was intended

Body parameters

Property Name Example Value Required Description
intent PROFILE_SHARE Yes This is a key value pair which
contains the purpose with following
possible values.  Profile_share
Payment
Health_record_sharing
metaData "metaData": { Yes This is a key value pair which contains

"hipld": "MAYUR_HIP",
"context": "ABC123",

the location longitude and latitude

"hprid":
"abdulkalam@abdm”",

"latitude": "-38.679",

"longitude": "58.498"
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profile "profile": { Yes This is key value pair which contains
"patient": { all the patient details
"abhaNumber":
91178386176531,
"abhaAddress":
"91178386@sbx",
"name": "User 1",
"gender": "M",
"dayOfBirth": "10",
"monthOfBirth": "10",
"yearOfBirth": "1994",
"address": {
"line": "C/O Sandipan
Kshirsagar Ambejogai Road",
"district": null,
"state": null,
"pincode": null

2
"phoneNumber":
"9876543210"
}
Request Body
Request Body:
{

"intent": "PROFILE_SHARE",
"metaData": {
"hipld": "MAYUR_HIP",
"context": "ABC123",
"hprld": "abdulkalam@abdm",
"latitude": "-38.679",
"longitude": "58.498"

13
"profile": {
"patient": {
"abhaNumber": 9117838615XXXX,
"abhaAddress": "91178XXXX@sbx",
"name": "User 1",
"gender": "M",
"dayOfBirth": "XX",
"monthOfBirth": "XX",
"yearOfBirth": "XXXX",
"address": {

"line": "C/O Sandipan Kshirsagar Ambejogai Road Renuka Nagar",
"district": null,
"state": null,
"pincode": null
2
"phoneNumber": "987654XXXX"
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Response

Response:

Response: In call back url below details should be displayed as per the Xauth token

{"intent":"PROFILE_SHARE","metaData":{"hipld":"MAYUR_HIP","context":"6","hprld":"abdulkal
am@hpr.abdm","latitude":"-
38.670","longitude":"58.498"},"profile":{"patient":{"abhaNumber":"91178386156891","abhaAddr
ess":"911783XX@sbx","name":"User 1",
"gender":"M","dayOfBirth":"XX","monthOfBirth":"XX","yearOfBirth":"XXXX","address":{"line":null
S"district":null,"state":null,"pincode":null},"phoneNumber":"98 7654 X XXX"}}}

Code: 200 OK

Request Details Permalink Raw content Copyas~ Headers
http://webhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0c9f6/apifv3/hip/patien x-b3-sampled ]
tishare x-b3-parentspanid caescazealbefsas
Host 14.142.232.140 Whois Shodan Nefify Censys VirusTotal x-b3-spanid ST
Date 08/09/2024 6:32:21 PM (a minute ago) x-b3-traceid 1ece6edefcaber1e20e53cb1cFBICT4
Size 473 bytes x-envoy-attempt-count 1
Time 0.000 sec x-envoy-peer- sidecar~10.233.97.243~abdn-hiecn-patient-share-app-5395b96F..
ID 147b1494-d05a-450b-a7b0-299eabeeebes metadata-id
Note # Add Note X-envoy-peer- ChoKCKNMVVNURV I fSUQSDBOKS 3ViZXIUZXR1CWOFCgXxITINUQUSDRVIIUFM. ..
metadata
x-request-id ©11dfacd-79e0-4786-3963-67911ba341fb
content-length 473
content-type application/jsen
x-hip-id Mohan_HIP
authorization Bearer eyJhbGciOilSUzIINIISINRSCCIgOiAiIS1dUIiwia2lkIiAGICIE. .
timestamp 2024-08-89T13:02:21.631Z
request-id 22824192-775¢-4512-8335-bbdebsdfesee
accept s/
user-agent ReactorNetty/1.0.24
accept-encoding gzip
host webhook.site
Query strings Form values
(empty) (empty)
Raw Content Format JSON Word-Wrap  Copy
{

"intent™: "PROFILE_SHARE",
"metaData": {

7.3.3 Profile on-share

This APl will be invoked by HIP to acknowledge the request by the user/patient to
share the profile details.

URL: /api/hiecm/patient-share/v3/on-share
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Method: Post
Request Headers:

Example Value

Property Required Description

Name

18235d89-cb13-479d-ad71- Yes
7a57d5f669a8

REQUEST-ID Unique UUID for track

the end to end request
transaction

TIMESTAMP 2022-10-06T10:10:00.587Z Yes Actual time when request
was initiated, ISO 8601
represents date and time
by starting with the year,
followed by the month,
the day, the hour, the
minutes, seconds and

milliseconds

Authorization eyJhbGciOiJSUzUxMiJ9. Yes JWT Access token which

eyJzdWIiOiJ2YXNhbnRoYWt1bWFyLmtlc
2F2
YW5Ac2J4liwiY2xpZW50SWQiOilz

was issued by ABDM
session API after
successful validation of

YngilLCJlzeXNOZWO0iOiJBQkhBLUEiLCly client id and secret
ZXF1ZXNOZXJJZCI6lIBIUi1XRUIIL
CJwaHINb2JpbGUIOM51bGwsIimVac
CIBMTY2NzI50DExNSwia
WFOIjoxNjY3MjkwOTE1LClwaHJBZ
GRyZXNzljoidmFzYW50aGFrdW1hci5rZX
NhdmFuQHNieClsInR4bklkljoi
YJEwMGM4ZDMtNTE1ZCOOYWFiLTg10

WQtYzNIMTUwOTE3ZGY1InO

Suffix of the consent
manager to which the
request was intended

X-CM-ID sbx Yes

Body Parameters

Required

Example Value

Property Description

Name

abhaAddress ABHA address Yes Patient ABHA address against which the

health records needs to be linked
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status “SUCCESS” Yes Transaction status from HIP to HIECM,

“success”
“failed”

context 43 Yes HMIS/LMIS Counter ID

tokenNumber 3 Yes Token number at HMIS/LMIS to be provided
to the patient

expiry 180 Yes Patient year of birth

requestld f29f0e59-8388- Yes This is a key value pair which contains the

46989fe605db67aeac46 purpose

Request Body

Request Body:

{

"acknowledgement": {
"abhaAddress": "abc@abdm",
"status": "success",

"profile": {
"context": "43",
"tokenNumber": "3",
"expiry": "180"

}

2

"response": {

"requestld": "f29f0e59-8388-4698-9fe6-05db67aeac46"

}

Response

Response:

Code : 200 OK

Request Body : ERROR

-> Use this in case of error response (Ex: This is the one example for error payload and the code will be

same. But, message will be change each error).
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Request Body:

{
"error": {
"code": "ABDM-9999: ",

"message": "string
b
"response": {

"requestld": "6f0b4665-a915-4c92-aa36-65afb4a2cd71"
1}

7.3.4 Profile on share — Callback
This is a callback API for patient on-share API.
URL: {callback_url}/api/v3/hiu/patient/on-share

Method: Post

Request Headers:

Property Example Value Required

Name

Description

REQUEST-ID 18235d89-cb13- Yes
479d-ad717a57d5f669a8

Unique UUID for track the end to end request
transaction

TIMESTAMP 2022-10- Yes
06T10:10:00.587Z

Actual time when request was initiated, 1ISO 8601
represents date and time by starting with the year,
followed by the month, the day, the hour, the minutes,
seconds and milliseconds

X-HIU-ID ABDM_sbx Yes

Suffix of the HIU to which the request was intended

Body Parameters:

Property Name Example Value

Required Description

abhaAddress ABHA address

Yes Patient ABHA address against which the
health records needs to be linked
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Status “success” Yes Trasaction status from HIP to HIE-CM,
“success”
“failed”

Context 43 Yes HMIS/LMIS Counter ID

tokenNumber 3 Yes Token number at HMIS/LMIS to be
provided to the patient

Expiry 180 Yes Patient year of birth

requestld £29f0e59-8388- ves This is a key value pair which contains

46989fe605db67aeac46 the purpose

Request Body

Request Body:

"acknowledgement": {
"abhaAddress": "abc@abdm",

"w,on

"status": "success",

"context": "43",
"tokenNumber": "3",
"expiry": 180
b
"response": {
"requestld": "f29f0e59-8388-4698-9fe6-05db67aeac46"”

Response

Response:

Code: 200 OK
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Request Details Permalink Raw content Copyas~ Headers

[ PosT | http:/iwebhook site/b799c0b8-4e75-4545-8eb2-d8c2d5f0c9f6/api/v3/hiu/patien x-b3-sampled 8
Yon-share x-b3-parentspanid vae262fbesasbrec
Host 14.143.232.140 \Whois Shodan Nefify Censys VirusTolal x»b3-spanid 1dafdacasafizela
Date 08/09/2024 6:33:09 PM (3 minutes ago) x-b3-traceid 343baee2587a76ee953b58760679eedb
Size 198 bytes x-envoy-attempt-count 1
Time 0.001 sec X-envoy-peer- sidecar~10.223.97.243~abdm-hiecm-patient-share-app-5995b96F. .
ID 171d960d-56d9-4994-96ed-2ee8f1150d23 metadata-id
Note # Add Note X-envoy-peer- ChoKCKNMVVNURY I SUQSDBOKS 2ViZXIUZXR1cwofCgxI TINUQUSDRVIIUFM. ..
metadata
x-request-id fb86d36a-8a62-4822-8C09-8C6b30D29713
content-length 198
content-type application/json
x-hiu-id Mohan_HIU
authorization Bearer eylhbGciOilSUzIINIISINRSCCIgOiA1S1dUIiwia2lkIiAGICIB...
timestamp 2024-88-09T13:03:09.979Z
request-id a6f7¢337-aef7-496e-a23c-8ad391504488
accept */%
user-agent ReactorNetty/1.0.24
accept-encoding gzip
host webhook. site
Query strings Form values
(empty) (empty)
Raw Content Format JSON & Word-Wrap Copy
{

“acknowledgement”: {
"status": "SUCCESS",

8.API Listing

Serial Description

This generic APl endpoint will be
used to generate a linking token to
link care context.

HIP initiated
1 linking 1.1 /api/hiecm/v3/token/gene rate-token

This is a Call-back API for
hiecm/api/v3 /token/generatetoken

1.2 {callback_url}/api/v3/hip/token/ongeneratetoken

This APl needs to be called by the HIP|
to link the care context against the
patient ABHA address, once the HIP
has the valid linking token generated
against the same patient ABHA
address.

1.3 /api/hiecm/hip/v3/link/car econtext

{callback_url}/api/v3/link/ on_carecontext This is a Call-back API for

1.4 hiecm/api/v3 /link/carecontext

This API will be invoked to get all the
linked health records of the patient.

1.5 /api/hiecm/hip/v3/link/pat ient/links
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This API will be invoked by HIP after
updating a health record to notify all
1.6 /api/hiecm/hip/v3/link/co ntext/notify the subscribed HIUs.
This is a callback api for
/hiecm/api/v3/link/context/notify
API.
1.7 {callbackURL}/api/v3/links/ context/onnotify
This API will be invoked by HIP to
/api/hiecm/hip/v3/link/pat tr;i'geirtamso'\f)'sl:zh?ncs:ron fo the
1.8 ient/links/sms/notify2 P e nu '
This is a callback API for
/hiecm/api/v3/link/patient/links/
sms/notify2 API call.
1.9 {callbackURL}/api/v3/patie nts/sms/onnotify
(apl/hlecm/‘hlp/v3/I|nlf/pat This API will be invoked by HIP as a
ient/links/hip/ondeactivate .
response on deactivating an abha
1.10 address.
(apl/hlecm/'hlp/v?:/llnk'/pat This API will be invoked by HIU as a
ient/links/hiu/ondeactivate L.
response on deactivating an abha
111 address.
/api/hiecm/userinitiated- This API will be invoked by the
linking/v3/patient/carecontext/discover patient/user from the PHR
User application to discover his/her
initiated health records.
linking 2.1
This API will be invoked by the
HIE-CM to discover patient
health records from
{callback_url}/api/v3/hi HIP.
2.2  |p/patient/carecontext/discover
/api/hiecm/userinitiatedlinking/v3/patient/carecontext/ondiscover| This API will be
invoked by the
HMIS/LIMS
application
sharing
response for
of the
2.3 discover API. the
{callback_url}/api/v3/hi u/patient/carecontext/on-discover This API will be
invoked by the HIECM
for sharing the
response of the
discover API.
2.4
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/api/hiecm/userinitiated- linking/v3/link/carecontext/init This is an API
that will be
invoked by
the
patient/user
to link
his/her
health
records.
2.5
This API will be
invoked by the HIECM
to link patient/user
health records to HIP.
2.6 | {callback_url}/api/v3/hi p/link/care-context/init
/api/hiecm/userinitiatedlinking/v3/link/carecontext/on-init
This is an API that will
be invoked by the HIP
to share the response
2.7 of the init API.
This is an API that will
be invoked by the
HIECM to share the
response of the init
2.8 | {callback_url}/api/v3/hi u/patient/carecontext/on-init API with the Patient.
/api/hiecm/userinitiatedlinking/v3/link/carecontext/confirm This APl will be
invoked by the
patient/user to
confirm his/her
health records.
2.9
This API will be invoked
by the HIECM
to confirm patient/user
health records to HIP.
2.10 [{callback_url}/api/v3/hi p/link/carecontext/confirm

2.11

api/hiecm/userinitiatedlinking/v3/link/carecontext/onconfirm

This is an APl that will
be invoked by the
HIP to share the
response of the
confirmed API.
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2.12

{callback_url}/api/v3/hi u/patient/carecontext/on-confirm

This APl will be
invoked by the HIECM
to share the response
of confirm API to the
patient.

This API will be
invoked from the
integrator application
(any PHR application,
just like

ABHA) to share the
user/patient profile

Patient .
with HMIS/LIMS.
Share 3.1 | /api/hiecm/patientshare/v3/share /
{callback_url}/api/v3/hi p/patient/share
Callback API for
3.2 patient share
This APl will be
invoked by HIP to
acknowledge the
request by the
user/patient to share
the profile details.
3.3 | /api/hiecm/patientshare/v3/on-share P
{callback_url}/api/v3/hi u/patient/on-share
Callback for Patient
3.4 on-share
/apl/hlecm/gateway/VS API to generate Auth
Session 4.1 [sessions token
/ap.l/hlecm/gateway/v3 API to update the
Gateway 5.1 /bridge/url bridge URL
/api/hiecm/gateway/v3 API to get keys from
5.2 feerts keycloak
/api/hiecm/gateway/v3 /.well-known/openidconfiguration
API to get OpenlID
5.3 configuration
/api/hiecm/gateway/v3
/bridge-
service/serviceld/{servic eld}
API to fetch bridge
5.4 details by service id
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/api/hiecm/gateway/v3 API to fetch all the
/bridge-services service details from a

6.5 bridge

APl will be called by
HIP to acknowledge

Data
the consent approval

6 Flow 6.1 | /api/hiecm/consent/v3/ request/hip/on-notify

/api/hiecm/dataflow/v3/healthinformation/hip/onrequest APl will be called
by HIP to
acknowledge

data flow request

6.2

/api- hiu/data/notification
Data transfer API to

6.3 push data

/api/hiecm/dataflow/v3/healthinformation/notify
API called by HIP/HIU
to notify the status of
6.4 data transfer

O.Error Codes Listing

ABDM-1000 Unable to connect the database
ABDM-1001 No data found

ABDM-1002 Integrity violation

ABDM-1003 Email Gateway is unavailable
ABDM-1004 SMS Gateway is unavailable
ABDM-1005 Invalid receiver

ABDM-1006 Bad Request, invalid request Body
ABDM-1007 Connection failed due to timeout
ABDM-1008 SMS service currently disabled
ABDM-1009 Email service currently disabled
ABDM-1010 Validation failed

ABDM-1011 Gateway database unavailable
ABDM-1012 No records found against the ABHA Address
ABDM-1013 Invalid ABHA Number
ABDM-1014 Invalid Mobile Email
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ABDM-1015 Invalid Response
ABDM-1016 Invalid TimeStamp
ABDM-1017 Invalid Transactionld
ABDM-1018 Share Profile database unavailable
ABDM-1019 Dependent Service Unavailable
ABDM-1020 Unknown database
ABDM-1021 Lack of required priviledges
ABDM-1022 Too many requests
ABDM-1023 Invalid User
ABDM-1024 Dependent service unavailable
ABDM-1025 Invalid Serviceld
ABDM-1026 Invalid Link Token
You are blocked. Please try again after 24 hours.
ABDM-1027
ABDM-1028 HIP is unavailable
ABDM-1029 Redis server is unavailable
ABDM-1030 Invalid request ID
ABDM-1031 Invalid request
ABDM-1032 Invalid header
ABDM-1033 HIU is unavailable
ABDM-1034 Notification service unavailable
ABDM-1035 Invalid HIP ID
ABDM-1035 OTP does not matched
ABDM-1036 Data does not matched
ABDM-1037 Counter and Care context count mismatch
ABDM-1038 ABHA address and Link token mismatch
ABDM-1039 Invalid Consent request id
ABDM-1040 Invalid HIU ID
ABDM-1041 Invalid Acknowledgement
ABDM-1042 Provider Mandatory
ABDM-1043 ABHA Address does not match with KYC details.
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ABDM-1044 Broadcast Failed

ABDM-1045 Database Access is restricted
ABDM-1046 Invalid Purpose

ABDM-1047 Purpose does not exist

ABDM-1048 Timeout

ABDM-1049 Invalid Profile Share Intent Keys
ABDM-1050 Invalid Profile Share Metadata Keys
ABDM-1051 Invalid ABHA Number or ABHA Address
ABDM-1052 Invalid Transactionld or response's requestid
ABDM-1053 Data already exists

ABDM-1054 Invalid Subscription Request Id
ABDM-1401 HIP is not available

ABDM-1402 Acknowledgement is not received from HIP
ABDM-9999 Unknown exception

ABDM-1061 Consent artefact expired

ABDM-1062 Consent Not granted

ABDM-1063 Date Range given is invalid

ABDM-1064 request with this request id already exists
ABDM-1017 Invalid Transactionld

ABDM-1109 ABHA DB service unavailable

ABDM-1108 Notification DB service unavailable
ABDM-1205 Document DB Gateway is unavailable
ABDM-1034 Notification service unavailable
ABDM-1029 Redis server is unavailable

ABDM-1202 Document Gateway is unavailable
ABDM-1200 LGD Gateway is unavailable

ABDM-1201 IDP Gateway is unavailable

ABDM-9999 Unknown exception
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This ABHA Address already exists. Please create with unique

ABDM-1101 ABHA Address
ABDM-1006 Invalid combinations of scopes
You have requested multiple OTPs Or Exceeded
maximum number of attempts for OTP match in this
ABDM-1100 transaction. Please try again in 30 minutes.
ABDM-1006 Bad Request, invalid request Body
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